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Executive Summary

In an effort to better understand what actions the energy industry has taken in response to the
2005 and 2008 hurricane seasons, the U.S. Department of Energy, Office of Electricity Delivery
and Energy Reliability (DOE/OE) conducted research to identify specific industry efforts related
to storm hardening and resiliency. The resulting study focuses on the measures that refiners,
petroleum product pipeline operators, and electric utilities in the Gulf Coast have taken to harden
their assets and make energy supply to the Southeast more resilient. A summary of the findings
of energy industry hardening and resiliency activities is provided in Table ES-1.

The effort is based on public information from Internet research and interviews with a small
number of refiners, petroleum product pipelines operators, and electric utilities. Discussions
with the public utility commissions identified additional sources of information on storm
hardening in extensive dockets. OE also coordinated with the DOE Office of Fossil Energy and
Policy Office, the Energy Information Administration, the Government Accounting Office, the
U.S. Department of Transportation Pipeline and Hazardous Materials Safety Administration
(PHMSA), and the Department of Homeland Security’s Transportation Security Administration.
A total of 14 energy companies were interviewed from February through April 2010. The
information gathered during the discussions is proprietary. Due to the Paperwork Reduction Act,
OE was limited in the number of companies it could contact within each of the energy sub-
sectors.

The study is focused on the segments of the energy industry that contribute most to the delivery
of gasoline and diesel to the Southeast U.S. Therefore, the focus is on hardening and resiliency
efforts undertaken by refiners, pipeline operators, and electric utilities with transmission and
distribution (T&D) assets. It does not address hardening and resiliency efforts undertaken to
support power generation, Gulf of Mexico offshore production, natural gas processing, industrial
gas production, port operations, rail movements of ethanol and propane, or waterborne
movements via tankers and barges.

Hardening refers to physically changing the infrastructure to make it less susceptible to damage
from extreme wind, flooding, or flying debris. Hardening improves the durability and stability
of energy infrastructure, making it better able to withstand the impacts of hurricanes and weather
events without sustaining major damage. Resiliency, by contrast, refers to the ability of an
energy facility to recover quickly from damage to any of its components or to any of the external
systems on which it depends. Resiliency measures do not prevent damage; rather they enable
energy systems to continue operating despite damage and/or promote a rapid return to normal
operations when damages/outages do occur.

A summary of hardening and resiliency actions reported by petroleum and electricity companies
in the Gulf Coast and Southeast regions is included in this report. It is intended to educate and
inform, not to advocate a particular policy. Energy companies will continue to make investments
and pursue technological solutions for years to come in order to maintain energy sector
hardening and resiliency.
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Table ES-1. Summary Findings of Energy Hardening and Resiliency Activities

Industry Activities Rgfingries/ Electric
Pipelines T&D
- _§ Building/strengthening berms, levees, and floodwalls v
|._8|_ é Elevating substations/control rooms/pump stations v v
0 | Relocating/constructing new lines and facilities v v
Securing cooling towers v
E Improving tank integrity v
> g Protecting cabling v
c o q q
é '05 z:)o;:(?innz :jez:?rzla(;tgtlje:)soles and structures ’ v
5 =
I = Strengthening poles with guy wires v
Burying power lines underground v
S Upgrading electrical systems v
‘ﬁ Installing/utilizing cogeneration v
c Enhancing IT and telecommunications v
§ Deploying sensors and control technology v
= Installing asset databases/tools v v
Conducting hurricane preparedness planning and training v v
Complying with inspection protocols v v
Managing vegetation v
§ Participating in mutual assistance groups v
% Improving employee communications and tracking v
é Installing redundant communications v
< | Procuring mobile command vehicles v
> % Purchasing/leasing portable generators v
_@ O | Pre-positioning and pre-wiring portable generators v
E Securing alternate sources of gas supplies v
- Purchasing or leasing mobile transformers and substations v
Procuring spare T&D equipment v
Maintaining minimum tank volumes v
% § Wra.r.)pir?g/protecting pumps arld motors v
(3. % Facilitating employee evacuation and reentry v v
£ ® | Coordinating priority restoration and waivers v
% o Securing emergency fuel contracts v
Supplying logistics to staging areas v
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Petroleum Infrastructure Hardening

Flood damage is the most common and costliest type of storm damage to petroleum
infrastructure, and results in the longest disruption durations for refineries, pipelines, and
terminals. Refiners and pipeline operators harden their assets through flood protection, wind
protection and modernization.

Flood Protection

Common flood protection structures such as floodwalls, levees, and berms may be built by either
government or industry. The U.S. Army Corps of Engineers (USACE) built a15-foot-high
concrete floodwall that protects the BP, Marathon, and Valero refineries near Texas City, Texas.
USACE also built the Mississippi River levee system, which provides flood protection to 15 feet
for refineries located near New Orleans. Refiners built the floodwalls along the Houston Ship
Channel and around Pascagoula to contain a 100-year storm surge. One refiner reported that it
has erected a 12-foot high, one-half-mile-long floodwall in 2004 for approximately $4 million.

Elevating substations, control rooms, and pump stations above the likely flood level is another
common hardening practice. In many cases, facilities were elevated 15 - 25 feet above ground.
Costs for elevating facilities vary depending on the size of the unit, how much power is carried,
and how much wind and storm surge that the unit is designed to withstand. According to one
refiner, costs may range from $500-900 per square foot, based on the various attributes of the
facility and the project design.

Wind Protection

Although hurricane-force winds are not as destructive to petroleum infrastructure as flooding,
they still can cause severe damage to refineries, pipeline tank farms, and retail outlets. Refinery
cooling towers are especially prone to wind damage. High winds can cause the fan blades inside
a cooling tower to become dislodged and launched from the tower if they are not secured. This
renders the cooling tower unusable and creates airborne debris that can cause further damage.
During Hurricane Rita in 2005, fifty percent of the cooling towers at Port Arthur refineries were
damaged and fifty-four percent were damaged at Port Neches, according to a National Institute
of Standards and Technology reconnaissance report.> Several of the refiners reported that they
have installed special braces to stop the fan blades from dislodging.

Tank operators reported that an inexpensive way to harden storage tanks is to install wind
girders. In addition to deflecting wind, girders can reinforce the structural integrity of the tank,
preventing a collapse.

Modernization

To compensate for aging petroleum infrastructure, companies are updating electrical systems and
technology in their control rooms. Several companies have also enhanced their IT and
telecommunications infrastructure in preparation for storms to ensure that communications

L NIST, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A Reconnaissance Report,
June 2006, http://www.bfrl. nist.gov/investigations/pubs/NIST_TN_1476_ ExecSum. pdf, accessed April 22, 2010.
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remain operational. For example, after Hurricane Katrina, Valero set up 20 satellite phones and
about 40 cellular and radio phones to communicate between its Louisiana and Texas refineries.

Petroleum Infrastructure Resiliency

Petroleum companies follow best practices and undertake resiliency measures as general
precautions, or they may take them in preparation for specific storm events.

General Readiness

General readiness activities reported by companies include preparing and updating hurricane
preparation plans and purchasing or leasing large-size portable generators. Preparing a hurricane
preparation plan and conducting training were reported as general resiliency activities by all
companies interviewed.

All companies reported purchasing or leasing portable generators to provide electricity to critical
facilities during outages. Economic considerations determine whether refiners and pipeline
operators choose to purchase or lease generators. A typical 2-MW trailer-mounted unit costs
approximately $1 million or more with accessories and financing.® To avoid a recurrence of the
shutdowns it experienced during the 2005 hurricane season, Colonial Pipeline purchased 12
trailer-mounted Mitsubishi portable generators, seven transformers, and miles of associated
cabling in 2006.*

Companies reported pre-wiring and pre-positioning smaller generators at key service stations
along evacuation routes. Even undamaged service stations require emergency power to reopen.
All petroleum companies that operate retail stores in the Gulf and Southeast indicated that they
have pre-wired at least some of their stations. In fact, Florida has enacted legislation requiring
gas stations within a half mile of evacuation routes be equipped with a back-up electrical
generator. In addition, all owners of more than ten gas stations in a county must (within 24
hours) have a generator installed at ten percent of their fuel outlets.

All of the refinery and pipeline operators for the study indicated that the safety of their
employees is paramount. Petroleum companies have numerous methods of keeping track of their
employees and communicating with them before, during, and after a hurricane. These methods
include websites, hotlines, and media channels, and are aimed at ensuring employee safety and
enabling a quick and coordinated response after a storm has passed.

Storm-Specific Readiness

A common storm-specific resiliency practice reported by companies is maintaining minimum
product volumes in storage tanks. Above ground storage tanks are at particular risk during storm
surge flooding since they can actually float off their foundations when spill-containment areas

2 ComputerWorld. http://www.computerworld.com/s/article/104477/After_Katrina_Valero_Energy turns_to
satellite_communications, accessed May 28, 2010.

® http://www.gopower.com/products/generators/diesel/1/1000-
10000000/1000%20kW%20and%20Up%20Diesel%20Generators, accessed July 1, 2010.

* Mihelick, P. J., “Colonial Pipeline, One Pipeline Company’s Response to Hurricanes Gustav and Ike,” 2009
Tulane Engineering Forum, http://www.tulane.edu/~sse/FORUM_2009/program/, accessed January 20, 2010.
*http://www.myfloridahouse.gov/Sections/Documents/loaddoc.aspx?FileName=_h7121er.doc&DocumentType=Bill
&BillNumber=7121&Session=2006, accessed January 16, 2010.
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become flooded with water. Ensuring that an adequate amount of product is in the tank prior to a
storm adds weight and stability to the tank and prevents it from floating off its platform.

Electricity Infrastructure Hardening

Electricity is a critical element of the highly interdependent energy supply and distribution
system. A refinery or pipeline pumping station, even if undamaged by a hurricane, will not be
able to operate without access to electricity. Most utilities have active plans in place to harden
their infrastructure against wind and flood damage. In fact, since 2005, multiple State public
utility commissions have issued rulemakings and/or regulatory activities related to electricity
infrastructure hardening. Many of the T&D hardening and resiliency initiatives taken on by
utilities have been in response to such regulation.

Wind Protection

Hurricane-force winds are the primary cause of damage to electric utility T&D infrastructure.
All of the utilities interviewed for this study have identified upgrading poles and structures with
stronger materials as a primary hardening strategy. For distribution systems, this usually
involves upgrading wooden poles to concrete, steel, or a composite material, and installing guys
and other structural supports. Although transmission system outages do occur, about 90 percent
of all outages occur along distribution systems.® Transmission structures are typically upgraded
from aluminum to galvanized steel lattice or concrete.

Placing utility lines underground eliminates the susceptibility to wind damage and lightning that
is typically experienced with overhead lines. However, underground utility lines present
significant challenges, including additional repair time and much higher installation and repair
costs. Company interviews indicate that burying overhead wires costs between $500,000 and $2
million per mile, plus expenses for coolants and pumping stations. Perhaps the most important
issue for coastal regions is that underground wires are more susceptible to damage from storm
surge flooding than overhead wires.

Flood Protection

Common hardening activities reported by utilities to protect against flood damage include
elevating substations and relocating facilities to areas less subject to flooding. Unlike petroleum
facilities, distributed utility T&D assets are not usually protected by berms or levees. Utilities
reported that it is far less expensive to replace a T&D facility than to build and maintain flood
protection.

Utilities report that a number of substations along the Gulf have been elevated as much as 25 feet
based on predictions for a category 3 storm. Elevating substations to category 4 or 5 storm surge
levels was not common since the costs are significantly higher and storms of that magnitude are
relatively rare. Ultilities have opted instead to invest in spare equipment to address that risk.

Other common hardening activities include relocating critical facilities away from flood prone
areas, strengthening existing buildings that contain vulnerable equipment, and moving equipment
to upper floors where it will not be damaged in the event of a flood.

® EEl, “Underground vs. Overhead Distribution Wires — Issues to Consider,” http://www.eei.org/ourissues/
electricitydistribution/Documents/UnderVSOver.pdf, accessed May 12, 2010.
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Modernization

The electricity T&D system is aging, and to counter the effects of aging infrastructure, utilities
are supplementing hardening practices with the implementation of new technology such as
improved supervisory control and data acquisition systems, GIS systems, and advanced
switching mechanisms to self-diagnose and repair problems and promote greater efficiency of
the grid. As Hurricane Ike approached the Texas coast in 2008, one utility used GIS-based
damage prediction models to approximate how many customers would lose power, what the
infrastructure damage would be, and how quickly repairs could be made. After the storm, they
used GIS to create maps of damaged areas and share the information with customers, media,
government, and support agencies.’

Electricity Infrastructure Resiliency

Common resiliency practices reported by utilities for general readiness include pole
maintenance, vegetation management, use of mobile transformers and substations, and
participation in mutual assistance groups.

General Readiness

Pole inspection and maintenance is the most common resiliency activity reported by utilities. It
is performed both year round and in preparation for particular storms. Pole inspections
maximize T&D asset life, gather the information necessary to manage and prioritize asset needs
and resources, and minimize unscheduled or emergency maintenance. Southeast and Gulf Coast
utilities have instituted a multi-year inspection and maintenance cycle for all transmission
circuits, a multi-year wood pole treatment cycle, and a galvanized steel painting program to
prevent corrosion on steel structures.

Another common resiliency practice reported by utilities is vegetation management or clearing
potentially damaging tree limbs and other vegetation from power line rights-of-way. Although
tree-related damage is more common on distribution lines, tree related transmission outages are
also a regular event. In 2006, the North American Electric Reliability Corporation introduced
the Transmission Vegetation Management Program.

Utilities reported using mobile transformers and substations to temporarily replace damaged
assets. A mobile substation includes a trailer, switchgear, breakers, emergency power supply,
and a transformer with enhanced cooling capability. These units enable the temporary restoration
of grid service while circumventing damaged substation equipment, allowing time to repair grid
components. Mobile transformers are capable of restoring substation operations in some cases
within 12-24 hours.

Companies routinely update their hurricane preparedness plans and train staff throughout the
year. Many utilities reported participating in regional mutual assistance groups in which member
utilities voluntarily share staff and equipment in a coordinated response to electrical outages.

" ESRI, http://www.esri.com/news/releases/09_3gqtr/hurricane.html, accessed April 22, 2010.
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Storm-Specific Readiness

A common storm specific readiness activity reported by companies is to secure fuel contracts for
post storm recovery needs such as emergency operations and repair vehicles. Most of the
companies reported having fuel contracts in place to cover fuel for emergency vehicles and small
portable generators, which are necessary to power operations and IT sites. At least one company
reported that its emergency plans arrange for skid tanks — portable fuel tanks used for refueling
vehicles — to be delivered to pre-determined locations following a storm.

General Resiliency

Both petroleum and electricity companies reported that a primary storm preparation activity is to
secure exemptions from evacuation orders in advance so that restoration efforts can begin as
soon as possible after a storm strikes. Companies work with Federal, State and local
governments to procure exemptions. It was also reported that in some cases, a small number of
employees will shelter in place at storm-hardened facilities during a hurricane to monitor the
facilities and identify areas that need repair.
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Background

U.S. petroleum supplies are often impacted by hurricanes, especially major Atlantic hurricanes
making landfall along the Gulf Coast States of Alabama, Mississippi, Louisiana, and Texas (see
Figure 1). Most notably, in 2005 and again in 2008, major hurricanes® hit back-to-back, severely
damaging energy infrastructure and disrupting oil supplies throughout the United States. Fuel
supply vulnerabilities in such emergencies can be particularly acute in Florida, which is supplied
by ports, and in the other southeast States, such as Georgia, South Carolina, North Carolina, and
Tennessee, which receive their supply from two petroleum product pipelines fed by Gulf Coast
refineries.

Figure 1. Refining Centers in Path of Major Atlantic Hurricanes 2004-2008
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Source: NOAA Coastal Services Center. httb://csc-s-maps-q.csc.noaa.qov/hurricanes/viewer.html. Accessed April 16, 2010.

Within the U.S. Department of Energy (DOE), the Office of Electricity Delivery and Energy
Reliability (OE) is the lead office responding to energy emergencies. OE produces Situation
Reports that have been the source of official DOE information on impacts to energy
infrastructure from events of national significance since 2003. As part of its mission, OE tracks
the dates of energy infrastructure shutdowns and restorations. Compiling essential data from the

® Hurricanes Katrina and Rita made landfall within one month of each other in 2005 and Hurricanes Gustav and Ike
made landfall within two weeks of each other in 2008. All of these were major hurricanes, defined as are Category
3 or higher with winds exceeding 111 miles per hour. http://www.nhc.noaa.gov/sshws_table.shtml?large, accessed

May 17, 2010.
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individual Situation Reports, OE compared the impacts of the 2005 and 2008 hurricanes on
energy infrastructure, based on the breadth and duration of the various shutdowns.’

The Southeast is particularly vulnerable to retail and wholesale gasoline price run-ups and supply
shortages because of their limited supply options after major storms such as hurricanes.
Independent marketers in Georgia, Tennessee, and the Carolinas were hit particularly hard in
September 2008 when their regular supply sources were put on allocation (i.e., were only
receiving a certain percent of their planned deliveries of fuel), and the independent marketers did
not have contractual arrangements with major suppliers at alternate terminals. Shortages caused
by refinery shutdowns due to electricity outages and other causes resulted in reduced supplies
into the Colonial Pipeline system, which runs from Houston, Texas, to Linden, New Jersey.
Panic buying by consumers may have also contributed to shortages at gas stations in Atlanta,
Charlotte, and Nashville in September 2008. Prices of $4.00 or more per gallon were reported
throughout the Southeast in the days immediately following Hurricane Ike.

Congress held hearings to inquire about the reasons for these shortages, and to encourage the
development of solutions. In response to these hearings, OE continued to investigate the root
causes of the Southeast petroleum shortages. The OE investigation found a number of
contributing factors:

» The Southeast (defined for this report as Florida, Georgia, North and South Carolina, and
Tennessee) is served by a minimal number of inland terminals, which are fed primarily via
pipeline from Gulf Coast refineries. There is only one major refinery in the region, and
(excluding Florida and western Tennessee) limited port and river systems to sustain
waterborne movements of products.

* Many Southeast markets depend on petroleum product pipelines as their only source for
delivery of gasoline and diesel; some of these markets are not served by a main line, only a
pipeline spur.

» Up to one week prior to the anticipated landfall of a hurricane, refinery production and port
receipt of imports are reduced or shut down. When a hurricane hits, refineries and terminal
operators must also have their storage tanks filled to a certain level as a precaution against
tank movement from storm surge or flooding, a measure that prevents them from moving a
significant amount of existing stored product into the marketplace.

« Pipeline systems slow their deliveries and impose allocation'® on customers when supplies are
limited. When terminals are on allocation, only those petroleum wholesalers under contract
with them may receive product.

* Gasoline is not a homogenous product nationwide. In the summer, some States and counties
require the use of gasoline with low volatility (as measured by Reid Vapor Pressure, RVP).!!

® Comparing the Impacts of the 2005 and 2008 Hurricanes on U.S. Energy Infrastructure (February 2009) is
available at http://www.oe.netl.doe.gov/docs/HurricaneComp0508r2.pdf.
19 An allocation limits contractual customers to receipt of a specific percent of what they normally receive at the
terminal, as determined by the terminal operator, though typically based on an average of the previous 12 months.
1 Summer gasoline grades vary by State:

- Florida/Louisiana/North Carolina/Tennessee 7.8 RVP conventional

- Alabama/Georgia 7.0 RVP conventional - Texas 7.8 RVP and partial RFG (El Paso 7.0)

- Mississippi/South Carolina 9.0 RVP conventional
http://www.epa.gov/otaqg/regs/fuels/420b10018.pdf and http://www.epa.gov/otag/rfg/whereyoulive.htm.
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In the Gulf and Southeast, only select counties in Texas are required to use reformulated
gasoline (RFG) year-round. As a result, refiners and terminal operators cannot always assist
each other with supplies without special waivers from the U.S. Environmental Protection
Agency and/or State agencies.

* Hurricanes often hit in mid-September when gasoline supplies are turning over from summer
grades to winter grades. At this time of year, refinery, pipeline and terminal operators begin
to reduce their lower volatility grades and begin building up winter-grade stocks. This
transition may complicate the ability to maintain a steady supply of gasoline during a fall
storm event.

» Extended refinery shutdowns lasting two to three weeks are caused primarily by a lack of
electricity supply rather than onsite damage.*?

» Loss of electricity to pump stations can cripple pipeline movements of petroleum products.
Pipeline operators require hundreds of staffers and contractors to deploy emergency
generators, transformers, and all the associated cabling necessary to keep supplies moving.

» Natural gas and industrial gases are needed to operate boilers and processing units at
refineries. If these gases are not available when a refinery is ready to restart, restoration is
further delayed.

The above factors can combine to cause product shortages in the Southeast that can persist
beyond the immediate storm emergency, potentially disrupting product availability for as long as
several months.

In the fall of 2009 OE began identifying industry efforts to storm-harden energy infrastructure
and expedite restoration from storm-related outages. During this initial phase of the inquiry, it
quickly became apparent that many refiners, pipeline operators, and utilities had already invested
significantly in hardening and resiliency measures. In response to this finding, OE expanded the
scope of its inquiry, and began a second, more in-depth study of the specific measures taken by
owners and operators of energy infrastructure. This report is the result of that effort.

Focus of the Study

Identifying which segments of the energy industry contribute most to gasoline and diesel
disruptions in the Southeast United States was paramount in order to focus on only those relevant
segments highlighted in Figure 2. An extremely wide range of assets supports the production
and delivery of petroleum products to the Southeast, but not every asset is significant in terms of
its contribution.

The simplified energy flow diagram in Figure 2 illustrates the interdependencies between
petroleum, natural gas, industrial gases (e.g., hydrogen, nitrogen, and oxygen), and electricity.
Crude oil extracted from the Gulf of Mexico or imported by very large tankers is the feedstock
for Gulf Coast refineries. The majority of the platforms in the Gulf of Mexico are small-
capacity, unmanned facilities, and the loss of a dozen of these platforms would not stop the flow
of crude oil to the Gulf Coast refineries. The current approach by platform operators is to fully
shut down and evacuate all manned facilities when a hurricane or tropical storm enters the Gulf

12 Electricity is usually restored quickly relative to damage from storm surge and flooding. In 2005 and 2008,
certain utilities suffered extensive damage to their distribution networks, delaying power restoration for weeks.
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of Mexico. Likewise, tankers laden with crude oil imports will also wait out a storm.
Fortunately, substantial crude oil stocks on land and potential access to the Strategic Petroleum
Reserve guarantee several weeks of continued crude supplies to refiners.

Figure 2. Focus of Hardening and Resiliency Study
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Offshore natural gas from Gulf of Mexico platforms is directed via pipeline to natural gas
processing plants and then on to power plants, refineries, petrochemical plants, and other
industrial facilities in the Gulf Coast. Refineries cannot operate without natural gas, as it is
critical for boilers and other processing units. Coastal refiners look for alternate inland sources
of natural gas during emergencies, e.g., when Gulf of Mexico production is too low to keep
pipelines flowing.

Refineries also depend on industrial gases, catalysts, and other specialty products, particularly
when restarting following a shutdown. Many refineries are located with or near industrial gas
plants to guarantee their supply of hydrogen, nitrogen, and oxygen.

When refineries are unable to operate, refiners try to maintain supply outflow by using product
stocks, exchange agreements, and product imports. For example, while Florida’s Atlantic ports
receive regular petroleum product imports; the rest of the Southeast has limited access to tankers
full of imported gasoline and other products, relying instead on pipeline movements of products
from Gulf Coast refineries.
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Some refineries cogenerate their own electricity, but the bulk of electricity required by refineries
comes from the electric utility transmission system. Depending on the size of the facility and the
configuration of the grid, refineries receive electricity through either the transmission or
distribution network. There is substantial excess power generation capacity in the United States,
and the shutdown of a few large power plants will not generally result in the loss of power to
refineries, as long as the transmission or distribution lines leading to those refineries remain
intact.

Most of the refineries serving the region are in the Gulf Coast states of Texas, Louisiana,
Mississippi, and Alabama. Refineries are located on rivers, inter-coastal waterways, or directly
on the coast to facilitate receipt of tankers at ports and provide access to the substantial cooling
water required for their processes.

If a refinery is unable to operate due to damage or a lack of crude oil, natural gas, or industrial
gas, products can still be moved from storage into pipelines and barges as long as the refinery
has electricity. In 2005, for example, damaged refineries with operable pipeline/dock/terminal
networks received imported products by tanker at their docks and moved those products into the
Colonial and Kinder Morgan Plantation pipelines. Petroleum pipelines require a constant flow of
products into the system in order to deliver volumes at terminals. Pump stations positioned
strategically along the pipeline boost the movement of the product and require electricity to
operate. Product pipelines are the primary way gasoline and diesel are supplied to the southeast
States of Georgia, North Carolina, South Carolina, and Tennessee.

Terminals provide storage tanks and interconnection with transportation modes (pipeline, barge
or small tanker, railroad, and truck) at strategic locations near demand markets. They are
privately owned, often by third parties who are neither refiners nor pipeline operators.
Companies moving product along pipelines arrange for sale of their volumes to wholesalers and
jobbers who deliver the product to retail outlets. Electricity from distribution lines is required to
operate the terminals and the pumps and valves that control the flow of fuel.

The delivery of fuel to first responders and gasoline to fueling stations along evacuation routes is
an essential step in preparing for an emergency. Maintaining the flow of gasoline and diesel
during restoration and recovery from the emergency is also of critical importance. Electricity is
also needed to operate the fuel pumps and to track the purchases at retail outlets.

Following this logic, OE determined the most critical energy infrastructure needed to deliver
gasoline and diesel to the Southeast (see the blue box in Figure 2, above). The study then
focused on the measures that refiners, petroleum product pipeline operators, and electric utilities
in the Gulf Coast have taken to harden their assets and make energy supply to the Southeast
more resilient.

Aging Infrastructure and Hurricane Hazards

The Nation’s energy-delivery infrastructure is composed of an intricate web of electricity
transmission and distribution systems, pipelines, refining facilities, and terminals that has grown
increasingly complex and interdependent. This infrastructure is aging. Most of the electricity
transmission system, which stretches nearly 200,000 miles, was designed to last 40 to 50 years.
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In some parts of the country however, it is now 100 years old.** About half of the Nation’s 2.4
million miles of oil and gas pipelines were built in the 1950s and 1960s.* The newest greenfield
oil refinery in the United States was built in 1976." The first refinery in the Gulf Coast was built
in 1897 and others quickly followed.*® One of the greatest challenges facing the industry is
retrofitting this existing infrastructure with modern technology to improve the efficiency and
resiliency.

Aging infrastructure is more susceptible than newer assets to the hurricane-related hazards of
storm surge, flooding, and extreme winds. Overall, storm surge and flooding cause more
devastation than wind, both in terms of energy infrastructure and human life.

Storm Surge and Flood Damage

A storm surge is a large dome of water, 50 to 100 miles wide, that sweeps across the coastline
near where a hurricane makes landfall. Its height is the difference between the observed level of
the sea surface and the level that would have occurred in the absence of the hurricane. Storm
surge does not exist as long as a hurricane is out over the open ocean; it is a phenomenon that is
strictly associated with hurricane landfall.

Since 1900, flooding caused by storm surge has killed more people in the United States than all
other hurricane-related threats combined, including freshwater flooding, winds, and tornadoes.’
Although the number of yearly fatalities from hurricane storm surge has been drastically reduced
over the past 30 years, it is still the greatest potential threat to life and property associated with
hurricanes. Salt water is particularly destructive to energy infrastructure because it corrodes
metal, electrical components and wiring. Certain building components cannot withstand any
exposure to water. Plaster, wallboard, insulation, and electronic components are examples of
materials that must remain permanently dry. Wood components may also be susceptible to
damage from trapped moisture. Flat roofs, common in the Southeast, are particularly susceptible
to leaking after high wind stress."®

The National Oceanic and Atmospheric Administration (NOAA) and its National Hurricane
Center (NHC) and Weather Forecast Office do not have a specific storm surge scale. These
agencies maintain that such a tool would not be accurate or effective at conveying the storm
surge threat because of the many variables affecting storm surge, which include:

» Size of the hurricane

3 Atkinson, W., Equities Magazine, in NASDAQ Utility Infrastructure: Addressing the Aging Electric and Water
Systems, http://www.nasdag.com/newscontent/20100204/utility _infrastructure_addressing_the_aging
electric_and_water_systems.aspx?storyid=20100204233110equit#ixzz0saG5S6Go , accessed February 18, 2010.
1 Stock Interview. http://www.stockinterview.com/News/03042007/molybdenum-energy-US-pipelines.html ,
accessed February 18, 2010.

> Marathon’s Garyville Refinery in Louisiana.

1 http://www.texasalmanac.com/history/highlights/oil/, accessed June 26, 2010.

" Blake, E.S., et. al., “The Deadliest, Costliest, and Most Intense United States Tropical Cyclones from 1851 to
2006,” NOAA Technical Memorandum NWS TPC-5, April 2007, http://www.nhc.noaa.gov/pdf/NWS-TPC-5.pdf,
accessed June 5, 2010.

8 MATCO Services, Inc., Hurricane/Water Damage Inspection Services, http://www.matcoinc.com/failure-
analysis/hurricanewater-damage, accessed June 7, 2010.
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« Lack of correlation between rotating wind speed and the height of the storm surge™

» Forward speed of the hurricane

» Angle of storm attack to the shoreline

» Coastal topography

» Local bathymetry (slope of the Continental shelf). The shallow Gulf waters off of Texas
enhance storm surge, for instance, while the significant ocean depths off of southeastern
Florida inhibit surge.?

Wind Damage

Hurricane-force winds have the power to transform ordinary objects and debris into high-
velocity projectiles. The ensuing damage can take on a domino effect, bringing down trees,
transmission towers, distribution poles, and cooling towers. Even underground utility lines can
be taken out by uprooted trees. The result of this type of damage can be long-term power
disruptions.

Because hurricanes rotate in a counterclockwise direction, the strongest winds in a Gulf Coast
hurricane usually occur on the right side of the eyewall?! of the storm. Because of these
increased winds, the right eyewall of a hurricane is also the location of the greatest storm surge.
Wind speeds decrease significantly once the storm is over land and cut off from the sustaining
heat and moisture provided by ocean or Gulf waters. The strength of the storm and the speed
with which it moves over water determine how far inland its winds will reach (see Figure 3).

Figure 3. Extent of Inland Winds from Category 3 Hurricanes
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Note: The rotating wind speed of a hurricane is distinct from the forward speed, which can vary significantly.
The colors indicate the rotating wind speed of the storm as it travels inland.

Source: http://www.nhc.noaa.gov/HAW?2/english/wind/gulf_121.shtml , accessed June 5, 2010.

19 Marshall, T., P.E., On the Performance of Buildings in Hurricanes: A Study for the Saffir-Simspon Scale Committee, October
18, 2009, http://www.nhc.noaa.gov/testing/sshws/SSHWS-Marshall.pdf, accessed June 4, 2010.

2 NOAA, National Weather Service, National Hurricane Center, “Storm Surge Scales and Storm Surge
Forecasting,” http://www.nhc.noaa.gov/sshws_statement.shtml, accessed June 5, 2010.

2L NOAA defines eyewall as “An organized band or ring of cumulonimbus clouds that surround the eye, or light-wind center of a
tropical cyclone.” http://www.nhc.noaa.gov/aboutgloss.shtml#e, accessed June 5, 2010.
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Approximately 50 miles inland from where Hurricane Gustav made landfall as a Category 2
storm, electrical poles were broken off, transformers were hanging upside down from broken
poles, electrical wires were lying on the roadways, and long lines of utility poles were leaning
towards the west. The majority of utility poles in the area were no longer upright.?? Gustav was
a slow-moving storm with a forward speed of 10 mph after making landfall. Hurricane Katrina
made landfall as a Category 3 storm with a forward speed of 22 mph, so its inland winds reached
further than Gustav’s and resulted in more damage.

Definitions

In addition to identifying types of infrastructure and types of storm damage, this investigation
also had to determine precise definitions of hardening and resiliency. Much of the existing
literature on the topic confuses the two terms. ?® This study seeks to differentiate the two terms
in order to identify the measures that industry has undertaken under each.

Hardening involves physically changing infrastructure to make it less susceptible to damage
from extreme wind, flooding, or flying debris. Hardening measures include adopting new
technology, installing new equipment, constructing protective barriers, or changing
communications/IT at the facility. Hardening usually requires significant investment by the
energy company. Some projects take years to complete; for example, large earth-moving
equipment may be brought in to build a new dike or levee. Sometimes the sheer magnitude of
assets involved (e.g., thousands of wooden distribution poles) requires years of concerted effort
to upgrade.

Hardening improves the durability and stability of energy infrastructure, making it better able to
withstand the impacts of weather events without sustaining major damage. Actions taken by
industry to harden its assets include:

» Flood Protection
- Building/strengthening berms, levees, and floodwalls
- Elevating substations/control rooms/pump stations
- Relocating/ constructing new lines and facilities
* Wind Protection
- Securing cooling towers
- Improving tank integrity
- Protecting cabling
- Protecting retail outlets
- Upgrading damaged poles and structures
- Strengthening poles with guying
- Burying power lines underground

2 Subra, W., “Hurricane Gustav Damage Assessment,” Louisiana Environmental Action Network, September 7,
2008, http://leanweb.org/campaigns/hurricanes-gustav-and-ike/hurricane-gustav-damage-assessment-2.html,
accessed June 4, 2010.

% For example, see the National Infrastructure Advisory Council, Critical Infrastructure Resilience: Final Report
and Recommendations. September 8, 2009,

http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure resilience.pdf, accessed July 1, 2010.
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* Modernization
- Deploying technology
- Upgrading electrical systems (e.g., with battery backup & uninterruptible power supplies)
- Installing/utilizing cogeneration
- Installing asset databases/tools
- Enhancing IT and telecommunications (e.g., adding Internet Protocols, phone lines, video-
conferencing)

Resiliency, by contrast, refers to the ability of an energy facility to recover quickly from damage
to any of its components or to any of the external systems on which it depends. Resiliency
measures do not prevent damage; rather they enable energy systems to continue operating
despite damage and/or promote a rapid return to normal operations when damage/outages do
occur. Hurricane resiliency activities can take the form of general readiness practices, or
measures taken in preparation for a specific storm. General readiness measures are those that
apply well to any storm situation, and may be considered best practices. Storm-specific
measures are those that may be practical or cost-effective only when implemented for a
particular event. Resiliency measures under these two categories include:

* General Readiness
- Conducting hurricane preparedness planning and training
- Complying with inspection protocols
- Managing vegetation
- Participating in mutual assistance groups
- Improving employee communications and tracking
- Installing redundant communications
- Procuring mobile command vehicles
- Purchasing/leasing portable generators
- Pre-positioning and pre-wiring portable generators
- Securing alternate sources of gas supplies
- Purchasing or leasing mobile transformers and substations
- Procuring spare equipment
» Storm-Specific Readiness
- Maintaining minimum tank volumes
- Worapping/protecting pumps & motors
- Securing exemption from evacuation orders
- Coordinating priority restoration and waivers
- Securing fuel contracts for emergency vehicles
- Expanding deployment staging areas

Study Methodology

OE began its investigation with Internet searches, gathering information on key topics —
electricity transmission, electricity distribution, refineries, petroleum product pipelines and
terminals, flood protection, wind damage, and relevant codes and standards.

Researchers identified facility operators that would be appropriate for potential interviews, based
on the facilities’ relative importance to Southeast gasoline and electricity delivery. Due to the
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Paperwork Reduction Act, OE was limited in the number of companies it could contact within
each of the energy sub-sectors. Discussions with the public utility commissions in Louisiana and
Texas confirmed the interview selections and identified additional sources of information on
storm hardening in extensive dockets and PUC-initiated surveys, studies, and university research.

OE coordinated with the DOE’s Office of Fossil Energy, Policy Office, Energy Information
Administration, the Government Accounting Office, and U.S. Department of Transportation
Pipeline and Hazardous Materials Safety Administration (PHMSA) and the Department of
Homeland Security’s Transportation Security Administration. Initial calls included State
agencies in Louisiana and Texas. OE’s telephone interviews maintained sensitivity to the fact
that energy companies are subject to multiple government requests for similar information.

The interview questions addressed:

« Physical changes (new equipment and/or retrofits) to harden facilities
» Best practices to improve resiliency

« Changes made to IT and communications to improve reliability

» Most cost-effective improvements

A total of 14 energy companies were interviewed from February through April 2010. The
information gathered during the discussions is proprietary. This report draws on the discussions,
but does not reveal the source of any information unless an alternate open source is available.
Specific hardening and resiliency plans, activities, budgets, and costs are footnoted.

Limitations of the Study

The purpose of this study is to gain an understanding of the hardening and resiliency efforts
undertaken by industry after the 2005 and 2008 hurricane seasons. It is prepared to educate and
inform staff at DOE and other agencies. It is not intended to advocate a particular policy or
address specific actions or recommendations to industry owners and operators. Its focus is on
hardening and resiliency efforts undertaken by refiners, pipeline operators, and electric utilities
with transmission and distribution (T&D) assets. It does not address hardening and resiliency
efforts undertaken to support power generation, Gulf of Mexico offshore production, natural gas
processing, industrial gas production, port operations, rail movements of ethanol and propane, or
waterborne movements of fuels via tankers or barges.

To minimize duplication of efforts by other government agencies and reduce burden on industry,
OE sought open-source information first, and complemented that with telephone interviews and
email exchanges. No confidential information is revealed in this report. The report does not
attempt to quantify the benefits of hardening and resiliency. Where available, dates and costs on
specific measures are provided.
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Petroleum Infrastructure

Refineries are integrated facilities containing processing units, storage tanks or terminals, feeder
pipelines, ports, control rooms, and IT/communications. Some have electricity cogeneration
units on site. They are operated by thousands of employees and contractors. A dozen refiners
operate 33 refineries along the Gulf Coast (see Figure 4). These refineries have the capacity to
process 7.2 million barrels per day, representing 41 percent of the installed U.S. refinery capacity
in 20%52.24 Significant numbers of Gulf Coast refineries were shut down in both 2005 and

2008:

« On the worst day in 2005 (September 25, 2005), 20 refineries with a capacity of 4.9 million
barrels per day were shut down in the Gulf

« On the worst day in 2008 (September 14, 2008), 15 refineries with a capacity of 3.9 million
barrels per day were shut down in the Gulf

Figure 4. Major Refineries and Product Pipelines in the Gulf Coast Region
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24 Calculated from EIA,
http://www.eia.qgov/oil gas/petroleum/data_publications/refinery capacity data/refcapacity.html, accessed June 11,

2010.

> More details on refinery shut down and restoration periods for each storm are provided in Appendix Tables A-5
through A-8 in Comparing the Impacts of the 2005 and 2008 Hurricanes on U.S. Energy Infrastructure (February
2009), http://www.oe.netl.doe.gov/docs/HurricaneComp0508r2.pdf.
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During the hurricanes of 2005 and 2008, petroleum refineries along the Gulf Coast were subject
to flooding and wind damage that caused product shut-ins. Refinery restarts were delayed by
extended power outages, as electric utilities struggled to work around their damaged T&D grid,
and the supply of crude oil, natural gas, and industrial gases necessary to resume production
were slow to arrive.

Pipelines provide another major link in the supply chain of petroleum products. A large number
of petroleum product pipelines in the United States originate in either Louisiana or Texas (see
Figure 4). Recent mergers in the industry have further reduced the diversity among pipeline
operators. Two pipelines — the Colonial and the Kinder Morgan Plantation — deliver petroleum
products to the Southeast States. Parts of Tennessee are also served by the Centennial pipeline.
These pipelines share common terminals with other pipelines, and as a result, impacts from
reduced rates and/or disruptions in the Gulf are often shared by all.

Many of the hardening and resiliency efforts undertaken at refineries also apply to pipeline
terminals and retail outlets. To avoid redundant discussion, this study handles these assets
jointly. Where specific measures apply to only refineries, pipelines, or terminals, such
distinctions are made.

Petroleum Infrastructure Hardening

The hardening of petroleum infrastructure includes physical and structural improvements that
make assets less vulnerable to the damaging effects of strong storms and hurricanes. Refineries,
pipeline pump stations, terminals, retail outlets, corporate control centers, IT/communications,
and supporting facilities are all examples of petroleum assets that benefit from storm hardening.
Specific hardening activities that have been undertaken for petroleum infrastructure addressed in
this study include:
» Flood Protection

- Building/strengthening berms, levees, and floodwalls

- Elevating substations/control rooms/pump stations®

- Relocating/constructing new facilities
» Wind Protection

- Securing cooling towers

- Improving tank integrity

- Protecting cabling

- Protecting retail outlets
* Modernization

- Upgrading electrical systems (e.g., with battery backup and uninterruptible power

supplies)
- Installing/utilizing cogeneration
- Enhancing IT and telecommunications (adding Internet Protocol, phone lines, video-
conferencing)
- Updating asset databases and tools

% Some refineries have electric utility substation(s) inside their fence.
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Flood Protection

Flood damage is the costliest type of storm damage and results in the longest disruption duration
for refineries, pipelines, and terminals. The risk of flooding is controlled by three main types of
structural barriers:

» Floodwalls, which are often made of concrete or steel and are designed specifically to prevent
flooding from storm surge.

» Levees, which are normally earthen structures designed to provide flood protection from
seasonal high water. The word dike is used loosely by the industry, but usually refers to a
levee-type structure.

» Berms, which, like levees, are usually earthen structures. Unlike levees, however, berms are
designed specifically for spill containment, with flood protection as a secondary function.

Berms can be used to supplement levees, and are just as important for what they hold in (spills of
hazardous materials) as for what they hold out (flood waters)?’ The company that owns or
operates storage tanks, whether at a refinery or a tank farm, builds a berm around them. The
dimensions can vary according to the engineering calculations of the amount of spill containment
needed. Levees and floodwalls are erected by the U.S. Army Corps of Engineers (USACE) as
well as by individual companies. Where these structures cannot be erected, petroleum
companies have elevated critical facilities or relocate the facility above the floodplain.

Building/Strengthening Berms, Levees, and Floodwalls

Most flood walls were built decades ago to protect facilities located in the Gulf Coast. For
example, USACE built the 15-foot-high concrete floodwall that protects the BP, Marathon, and
Valero refineries, various chemical plants, and other facilities located near the Texas City port.
The floodwall runs along most of the port, and has side slabs that can seal the rest when
hurricanes hit. Impacted facilities have requested USACE to build a five-foot vertical extension
to the floodwall, raising it to 20 feet tall.”®

USACE also built the Mississippi River levee system, which provides flood protection to 15 feet
for refineries located near New Orleans. A $14 billion effort to reinforce it, along with the local
floodwalls, is currently underway. By 2011, USACE expects to have a 350-mile system of
levees, floodwalls, gates, and pumps providing five New Orleans parishes with 100-year
protection.? In April 2009 USACE initiated a project to reinforce the entire length of the Port
Arthur, Texas seawall for $8 million.*

Refiners built the floodwalls along the Houston Ship Channel and around Pascagoula to contain
a 100-year storm surge. One refiner reported that a 12-foot-high, one-half-mile-long floodwall

2" U.S. Army Corps of Engineers (USACE), “Management Measures Digital Library: Floodwalls, Levees, and
Dams.” http://www.iwr.usace.army.mil/index.php, accessed April 28, 2010.

%8 Known as the “Tke Dike.” http://www.semp.us/publications/biot_reader.php?BiotID=601.

% U.S. Army Corps of Engineers (USACE), “Greater New Orleans Hurricane and Storm Damage Risk Reduction
System Facts and Figures,” http://www.mvn.usace.army.mil/hps2/pdf/June_web 2010.pdf, accessed June 14, 2010.
%0 Entergy Texas, Inc., "Economic Trends — March 26, 2009: State of Texas," http://www.entergy-
texas.com/content/economic_development/docs/area_economic_update.pdf, accessed April 22, 2010.
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was erected in 2004 for under $4 million. Flood control projects constructed from earth, steel,
and concrete are very expensive. ConocoPhillips has used a less expensive alternative called the
HESCO Concertainer (see case study).

Case Study: The Concertainer Floodwall

After Hurricane Katrina, the ConocoPhillips Alliance refinery in Belle Chasse, Louisiana
undertook a project to provide interim flood protection using HESCO Concertainer units.
These units are lightweight, portable cellular structures made of a welded mesh framework
lined with geotextiles. Filled with sand, earth, or gravel, they provide flood protection. At the
Belle Chasse refinery, the units were used to build floodwall structures that ranged from three
feet high and three feet wide to eight feet high and six feet wide. The floodwall structures wrap

around the entire refinery perimeter, including the tank farm, with secondary structures built
around the most important control rooms and labs. In addition to providing flood protection,
the HESCO units also function as a spill berm and security barrier. Approximately eight miles
of HESCO Concertainer units were used in total. HESCO Concertainers can also be deployed
atop levees or dikes to provide extra storm surge protection.

Source: HESCO web site: http://www.hesco.com/US_CIVIL/conoco.html, accessed April 22, 2010.

Flood barriers provide strong defenses, and at least one refiner credits its dike with a quicker
post-hurricane restoration. Chevron’s Pascagoula Refinery flooded in 1969 under Hurricane
Camille, and again in 1998 under Hurricane Georges. The destruction Georges caused was so
severe that it took three months for the refinery to return to normal production levels. As a result,
Chevron invested in a five-mile-long dike to protect the refinery. Despite significant local
flooding from Hurricane Katrina in 2005, Chevron’s refinery returned to normal production
within six weeks.*

Although floodwaters have on occasion caused storage tanks to float off their foundations, direct
flooding is not always the greatest challenge faced by refineries. In 2005, the Port Arthur levees
were not topped, but the water supply on the Lower Natchez River was contaminated with salt
water, making it useless for refinery processes. Another hazard is that water can become trapped
inside the protective berms, exposing tanks and equipment to the corrosive effects of salt water.

Elevating Substations/Control Rooms/Pump Stations

Storm surge in 2005 damaged the control rooms and pump stations of numerous refineries and
pipelines. When motors and electrical equipment sit in brackish water, even for a few hours,
they suffer irreparable damage. One way to mitigate this risk is to elevate substations and
control rooms so that they are situated above the likely flood level. In many cases, that level
might be 15 - 25 feet above ground.

3 Kennedy, S., “Plant Services names its Plant of the Year,” http://www.plantservices.com/articles/2006/259.html,
accessed May 15, 2010.
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Although control room equipment is relatively light compared to other refinery equipment,
elevating substations and control rooms is a costly measure that refiners consider very carefully
before implementing. The expense varies significantly, depending on the size of the unit and
other specifications, such as how much power is carried and how much wind and storm surge the
unit is designed to withstand. According to one refiner, reported costs may range from $500-900
per square foot, based on the various attributes of the facility and the project design.

Some refineries have elevated their substations and control rooms as part of a larger
modernization effort. While hurricanes might not have been the primary impetus for elevating
the units, the storms provided lessons learned that guided decisions on how and where to situate
the units.

Other refiners reported that in cases where control room equipment has not been elevated, it has
been modified so it can be moved to safety in the event of an oncoming storm. At least one
refiner upgraded storm water pumps and improved drainage.*

In general, pipeline operators handle the risk of flood damage differently than refiners. Because
storm surge (with its corrosive salt water), and not heavy rain, is what creates the most serious
flood risk, none of the pipeline operators reported any plans to elevate pump stations that are not
located in flood zones.

Relocating/Constructing New Facilities

Petroleum companies located in the Gulf region face the reality that a direct hit from a major
hurricane could make their facilities unsafe for the personnel needed for critical operations. In
addition, local housing could become uninhabitable in a hurricane emergency, making it
necessary for staff to stay elsewhere. Of secondary importance to human life, yet still essential,
are the data network and control systems typically housed at a company’s offices. Loss of these
assets would be devastating to any company.

Having access to alternate facilities that are not only on higher ground, but in an entirely
different region, may enhance a company’s ability to continue critical operations during a
hurricane and in its aftermath. An additional level of hardening can be provided by moving data
and key software to remote facilities and constructing secondary control centers outside the Gulf
region.

Several of the companies interviewed for this study reported that they have prepared alternate
sites in parts of the United States that are not vulnerable to hurricanes, either for business
operations, for the safekeeping of data systems, or for control centers. The rationale is that if
their Gulf facilities become damaged or unsafe, they can continue essential functions. For
example:

« BP has arranged for a 500-seat work site at its Chicago location for the use of displaced
Houston staff so that they can continue critical operations in the event of a hurricane making

%2 Fowler, T., “Houston-area refineries say they're prepared,” Houston Chronicle, Sept. 21, 2005,
http://www.chron.com/disp/story.mpl/special/05/rita/3362796.html, accessed June 5, 2010.
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landfall in the Gulf region.®* The company has also moved data and key software to
hardened data centers removed from the Gulf region.

« ExxonMobil has procured office space outside of hurricane-prone regions and has developed
contingency plans for the relocation of key personnel in a hurricane emergency. Prior to
Hurricane Ike’s landing in 2008, essential employees were relocated to its Dallas office.>* In
addition, the company has planned for greater remote access to its network by increasing
network capacity.

« Chevron Pipeline Co. has constructed a secondary control center in Midland Texas. This
control center was put into service during Hurricanes Gustav and Ike in 2008.%

One alternative to creating auxiliary bases of operations in remote regions is the construction of
safe rooms on the sites of Gulf Coast facilities. Safe rooms can be built to withstand the 250
mph winds and storm surge of a Category 5 hurricane. They are equipped with remote operation
capability, and stocked with food, water, fuel, communications equipment, bedding, life rafts,
and medical supplies. Although the study did not find any evidence indicating that any
petroleum companies have plans for safe rooms, a number of them have been built by the Army
Corps of Engineers for use by essential personnel at the water pumping stations in the New
Orleans area.*®

Wind Protection

Although hurricane-force winds are not as destructive to petroleum infrastructure as flooding,
they still can cause severe damage to refineries, pipeline tank farms, and retail outlets. Any unit
that is not underground is potentially vulnerable to the powerful lifting force of wind or the
flying debris that comes with it. Especially prone to wind damage are cooling towers, empty
storage tanks, and overhead or unprotected cabling.

Securing Cooling Towers

Cooling towers vary dramatically in size, depending on the required cooling load. They are
often comparable to a two- to four-story structure, depending on whether the shrouds are taken
into account. Hardening a cooling tower against hurricane damage is a major challenge.
Construction is not durable; the shrouds of a cooling tower are typically made of fiberglass,

* BP, Frontiers, Issue 21, April 2008: Global Insights,
http://www.bp.com/sectiongenericarticle.do?categoryld=9023212&contentld=7043102, and

Lang, K., BP Vice President for the Gulf of Mexico, “After the Storm...” Undated presentation,
http://www.rice.edu/energy/publications/docs/KennylL ang_Katrina.pdf, accessed April 22, 2010.
 ExxonMobil. “Overview of ExxonMobil storm preparation,”
http://www.exxonmobil.com/corporate/community _safety er_storm_preparation.aspx; and
http://www.exxonmobil.com/corporate/news_features 20090227 storms.aspx, accessed June 12, 2010

% Chevron, Developing Partnerships: 2008 Corporate Responsibility Report,
https://chevron.com/globalissues/corporateresponsibility/2008/documents/Chevron_CR_Report 2008.pdf
p. 22, p. 24, accessed May 15, 2010.

% Jefferson Parish, State of Louisiana, Jefferson Parish Post Katrina Flood Protection Plan Update: 3 Years Later,
September 17, 2008. http://www.jeffparish.net/downloads/3753/6386-
KatrinaFloodProtectionUpdate3YearsL ater.pdf, accessed May 15, 2010.
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which sit atop a timber or metal structure. If the fan blades inside the cooling tower are not
secured, they can be launched from the tower, becoming airborne missiles. During Hurricane
Rita, this mishap occurred at multiple refineries. Without a fan, the cooling tower is useless. For
this reason, and because of the danger posed by flying fan blades, securing the fan blade is
considered the most important component of storm-hardening a cooling tower.

Depending on the force of the wind, it can also damage the insulation packing inside a cooling
tower. There are limitations to what can be done to protect the towers from this type of damage,

because by design they have to allow air flow.

During the storms of 2005, the shrouds of numerous cooling towers were extensively damaged at
refineries, chemical plants, and power stations (see Figure 5). In some cases, the damage was
caused by launched fans. Aerial photographs of industrial facilities in the Port Arthur area after
Hurricane Rita in 2005 revealed the extent of cooling tower failures (see Table 1).

Table 1. Cooling Tower Failures

Location Facilities Percent
Port Arthur Refineries 50
Port Neches Refineries 54
Bridge City Power plants 44
Orange Chemical plants 36

Source: Statistical analysis of aerial photographs of cooling
tower damage and shroud failures in 2005 in NIST
Technical Note 1476, Performance of Physical Structures
in Hurricane Katrina and Hurricane Rita: A
Reconnaissance Report, June 2006, http://www.bfrl.
nist.gov/investigations/pubs/NIST_TN_1476 ExecSum.
pdf, accessed April 22, 2010.

Several of the refiners interviewed for this

Figure 5. Damag
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Source: “Hurricanes Katrina and Rita: Implications for Hurricane
Science and Engineering,”
http://www.nsf.gov/nsb/committees/archive/hurricane/1/sunder.pdf

[BASF Fina Plant in Port Arthur, TX; photo from Christopher
Letchford.

report have installed new braces to stop the

fan blades from launching and damaging the shrouds.

To prevent wind damage at its facilities, Valero

has installed a Fan Lock to immobilize the fan

blades in its cooling towers. This device locks mechanical equipment, including the fans, inside
a cooling tower so that they will not rotate in high winds and damage the shrouds. *’

Improving Tank Integrity

According to an estimate by one refiner, a complete rebuild of a destroyed storage tank could
cost $65 - $80 per barrel, an estimate that includes tank and foundation construction, but not
electrical and other expenses. Although total destruction of a tank is more likely to be caused by
flooding than by wind, high winds can cause significant damage, and repairs can also be costly.
Tanks are often insulated to keep contents at a particular temperature so that products can be
easily transferred through piping and equipment. In 2005, extreme winds along the Gulf Coast

%7 Cooling Towers of Texas. “Fan Lock,” http://www.coolingtowersoftexas.com/fanlock.html, accessed April 22,

2010.
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ripped through the outer walls and roofs of both Figure 6. Wind Girders on Tanks
cylindrical storage tanks and LPG spheres, and
damaged not only the outer shells, but also the
insulation underneath.

One relatively inexpensive way to harden storage
tanks against wind damage is to install wind
girders. These simple attachments are rings that
encircle the storage tank, either singly or in a set
of two. Depending on expected wind speeds (two ~e v
are needed for winds greater than 120 mph), they | source: ExxonMobil.
reinforce the structural integrity of the tank,

which helps to prevent collapse. If desired, wind girders can be designed as walkways for
personnel access around the top of the tank (see Figure 6). Wind girders are available from
various vendors, and are custom designed for each tank, based on size, anticipated wind load,
and other customer requirements. Best practices for the selection and installation of wind girders
are outlined in API 650, which is the American Petroleum Institute’s standard that covers welded
steel tanks for oil storage.*

Many of the tank operators reported that they have installed wind girders to their tanks. Costs
vary on a tank-by-tank basis, but are generally cost-effective. One refiner reported spending
$1.00 - $1.30 per barrel of tank capacity for larger tanks, some of which can hold 150,000-
200,000 barrels or more.

Protecting Cabling

In a refinery, pipeline pumping station, or terminal, the component that is most vulnerable to
wind damage may be the overhead cabling infrastructure. High winds can bring down electrical
and instrument cables entirely or they can cause cables to touch, which can also result in damage.

Several hardening measures can be made within the refinery gate to address these risks. First,
transmission cables can be insulated in such a way that if they do touch, there is no adverse
effect. Secondly, electrical and instrument cables can be taken down from overhead towers and
poles, and secured in an aboveground metal tray appropriately called a cable tray. A third
alternative is to bury the cabling underground. Protective finishes are applied to cable before it
is installed underground or in cable trays. In many cases, a combination of approaches can be
used.

% Valero Port Arthur, ExxonMobil Beaumont, and Motiva Port Arthur were cited in NIST Technical Note 1476,
Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A Reconnaissance Report, June
2006, http://www.bfrl.nist.gov/investigations/pubs/NIST _TN_1476 ExecSum.pdf , accessed April 22, 2010.

% Carucci, V., “Changes to API 650, Eleventh Edition — Welded Steel Tanks for Oil Storage,” Carmagen eNews
Report, Carmagen Engineering Inc. March 2010, accessed June 22, 2010.
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The National Electrical Manufacturers
Association (NEMA) provides technical
requirements concerning the construction,
testing, and performance of metal cable tray
systems.*® At least two of the companies
reported that they have installed cable trays
to protect their lines from wind damage. One
company specified that it had moved several
miles of overhead wires to cable trays (see
example in Figure 7).

Figure 7. Cable Tray in a Refinery

Several other companies reported that they
had “undergrounded” their cables; of those,
at least one uses colored concrete to mark the e W
exact placement of the cables. i ol W .

Protecting Retail Outlets e B -
Source: http: //WWW hvdrocarbons-
technology.com/projects/napanapa/, accessed April 14, 2010.

Functional fuel retail outlets are essential for

a successful evacuation, an efficient recovery
effort, and the timely return of the people who evacuated. Wind damage, however, can shut
down these critical assets.

The canopies that are typically built to shelter the pumps have proven to be particularly
vulnerable to hurricane winds. Canopy failure during recent hurricanes has been attributed to
several causes.* In some cases, the pressure of the wind created hinges at the base of the
columns. In other cases, the wind forced a foundation pullout. In still other cases, the wind
caused breakage at the joints between the columns and the beams. These failures were primarily
due to weak structural design; most of these canopies were supported by only a single row of
columns. Maintenance lapses were also identified as the cause of certain canopy failures.
Internal drainage can corrode the support structure, making it brittle and susceptible to wind
damage.*> When the canopy collapses, the pumps become inaccessible. One possible way to
harden against canopy collapse is to build these structures with two rows of columns instead of
one. According the National Institute of Standards and Technology, canopies with two rows of
columns performed far better, with only a few failures identified.

In addition to the pump canopies, the store structures are also subject to debilitating wind
damage. Many retail outlets have large windows, which can easily be broken by flying debris.
When powerful winds are then allowed to enter the building, an upward force is created, which
can threaten to lift the roof off of the structure. The simplest way to harden against this risk is to

“% National Electrical Manufacturers Association, Metal Cable Tray Systems, http://www.nema.org/stds/vel.cfm,
accessed April 13, 2010; and NEMA News, “NEMA Publishes VE 1-2009 Metal Cable Tray Systems,”
http://www.nema.org/media/pr/20091008a.cfm, accessed April 13, 2010.

*'NIST Technical Note 1476, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A
Reconnaissance Report, June 2006, http://www.bfrl.nist.gov/investigations/pubs/NIST_TN_1476 ExecSum.pdf,
accessed April 22, 2010.

“ Ibid.
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shutter the windows before the arrival of a storm. Historically, the most typical method for
shuttering retail windows would be to board them up with sheets of plywood. Although this
method is relatively inexpensive, it is also time-consuming and physically strenuous.

At least one fuel supplier has implemented a new shutter program for its retail stores. It provides
the stores with hurricane shutters that are designed to allow for fast installation, which is
managed on site by store personnel. These are portable shutters with connection systems
permanently secured to the building. Shutters have been installed or stored on site at this
supplier’s company-owned stores on the Gulf Coast as of March 2010. The new shutters are
installed much more quickly and easily than plywood boards, but they are costly. The company
estimated a price tag in the range of $5,000-$12,000 per site, depending on size of the store.

Modernization

The petroleum industry expanded through the 1970s then went through a period of consolidation
after the oil crises of 1973 and 1979. Industry consolidations initiated the sale or closure of
redundant facilities, including terminal facilities, which led to reductions in inventory and system
flexibility. Almost 50 refineries have closed over the last 20 years, and no major refineries have
been built since 1976 although there has been a modest increase in capacity as a result of
expansion of existing, larger refineries. To compensate for the aging infrastructure, companies
are using updated electrical systems and modern advances such as efficient on-site cogeneration
and upgraded technology in refinery and pipeline control rooms. Companies are using new
technologies, such as cathodic protection which reduces corrosion, to extend the life of their
storage facilities.

Upgrading Electrical Systems

The electrical system is a vital component of petroleum refining and distribution. It is also the
part of the refinery that is most susceptible to damage from hurricanes, usually caused by
flooding from storm surge. One way that companies have hardened their facilities is by
upgrading the electrical systems to make them more efficient and less susceptible to damage.
Improvements include installing new or additional substations, upgrading power distribution
systems, installing new breakers and transformers, and using advanced electrical power
monitoring systems. Some of the companies interviewed have also installed new high voltage
transmission lines into their refineries. Other facilities on the Gulf Coast have installed
permanent backup generators for use in administrative buildings, control centers, and emergency
operations centers to support a safe shutdown and recovery. These generators are designed to
support personnel and distribution systems at control centers and are not meant to run the
refining equipment.

Some companies have reported using uninterruptible power supplies (UPS) and battery backup
systems at refinery control rooms. A UPS is a device that uses energy storage technologies to
provide emergency power during an outage. The main function of a UPS is to facilitate an
orderly, rather than sudden, shutdown of computers or process equipment at the facility. UPS
systems also aid in the transition to an alternate power source. Most battery-enabled UPS
systems are designed to provide power for 15 minutes, or slightly longer, until power is restored
or a backup power source is brought online. However, one refiner reported the use of a UPS that
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can provide sufficient power to operate the control room for 24 hours without grid power.
Uninterrupted power is essential in part because computer data must be saved before a lengthy
outage since preserving data aids in the recovery process. Even a momentary disruption can
damage equipment, data, or processes in control rooms. Therefore, a facility will often “float”
on the UPSZ1 ?prerating directly off of the UPS battery system while the UPS is constantly charged
by the grid.

Installing/Utilizing Cogeneration

Twenty-five Gulf Coast refineries have co-located electric generation facilities.** The industrial
gas plant beside the refinery may be the owner/operator, or the electric utility may be the
operator, but the majority of generation facilities are owned and operated by the refinery.

The vast majority of these power-generating units — those at 21 of the 25 refineries — are
cogeneration systems.45 A cogeneration system uses “a common energy source to produce both
electricity and steam for other uses, resulting in increased fuel efﬁciency.”46 Most refineries
have multiple units that range in size from 4 MW to 285 MW and generate an average of 50
MW.*" A Lake Charles, Louisiana refinery is home to the region’s oldest co-located electric
units. Two of its three power units entered service in 1942. Many of the larger units in the
region (those greater than 100 MW) came online in the 1990s or 2000s.

Cogeneration facilities may not make a refinery self-sufficient. Thirteen of the 25 refineries
consume more electricity than their co-located power units can generate, i.e., they are “net
purchasers.” Only 12 of the 25 co-located power facilities produce more electricity than the
refineries demand, i.e., they are “net suppliers.”

It would seem, intuitively, that a refinery with an on-site source of power would be better-
equipped to deal with a natural disaster than a refinery that depends on an external source for
electricity. All of the interviewed refiners had cogeneration in one or more Gulf Coast facilities
but none attributed a faster recovery or hardened operation to their cogeneration plant.
Furthermore, an analysis of several Gulf Coast refineries’ responses to recent storms — Hurricane
Rita in 2005 and Hurricane Ike in 2008 — yielded inconclusive results. The analysis considered
the six refineries in the Port Arthur/Lake Charles region as reported daily in OE Situation
Reports (see Table 2). Two weeks after Hurricane Rita made landfall in 2005, all six refineries
remained shut down. Two weeks after Hurricane Ike made landfall in 2008, refineries with
cogeneration fared only marginally better. Refineries with sufficient cogeneration capacity to be
a net supplier recovered more quickly in 2008 than in 2005, but that may be due to less damage
to Lake Charles. Cogeneration facilities existed in both years, but perhaps they have been
improved. At least one refiner indicated that it installed new circuit breakers, new cabling, new

** DOE, Distributed Energy Program, “Protecting Critical Energy Infrastructure and Helping Communities Recover
from Disaster with Distributed Energy Assets,” December 27, 2005,
http://www.sentech.org/pdfs/DE%20Protect%20and%20Recover.pdf, accessed June 22, 2010.
1‘5‘ Calculated from Energy Velocity data retrieval, December 12, 2009.

Ibid.
“¢ DOE/EIA Glossary, http://www.eia.doe.gov/glossary/glossary_c.htm , accessed February 18, 2010.
*" Calculated from E1A-861 data, accessed February 18, 2010.
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transformers, and two 2-MW portable generators for the capability to start up the cogeneration
plant.

Table 2. Status of Refineries in Port Arthur/Lake Charles Two Weeks after

Hurricanes

Refiner Location Cogeneration | Rita (2005) Ike (2005)
Calcasieu Lake Charles, LA Net Supplier Shut down Operating 2 days
Shell (Motiva) Port Arthur, TX Net Supplier Shut down Reduced 2 days
ExxonMobil Beaumont, TX Net Supplier Shut down Shut down

Citgo Lake Charles, LA Net Purchaser | Shut down Reduced 14 days
Valero (Premcor) Port Arthur, TX Net Purchaser | Shut down Shut down

Total Port Arthur, TX None Shut down Restarting

Sources: OE/ISER Situation Reports, EIA-861 Annual Report

Enhancing IT and Telecommunications

Hurricanes often severely limit or completely eliminate a company’s ability to communicate
critical information both internally and to other organizations and employees. Several
companies have enhanced their IT and telecommunications infrastructure in preparation for
storms to help ensure that communications remain operational in emergencies.

After Hurricane Katrina, Valero set up 20 satellite phones and about 40 cellular and radio phones
to communicate between its San Antonio, Texas refinery and its St. Charles and Krotz Springs
refineries in southern Louisiana. In addition, Valero set up connections in San Antonio to an
Internet Protocol (IP) phone switch at the St. Charles facility to support voice communications.
Valero also installed satellite communications that enabled it to communicate with 14 retail
stati%\s located between New Orleans and Lafayette, as well as with three in the Shreveport
area.

Other companies reported installing IP phone systems and additional analog phone lines to serve
as backup. Cellular carrier and radio transmission antennas were also added to some company
buildings, and satellite communications have also been employed. One company reported the
installation of wiring to allow handheld satellite phones from an operations building during
severe weather. Another reported the use of small portable satellite communications systems
that can be easily deployed where necessary.

As part of ExxonMobil’s storm preparation they have secured the use of satellite
communications and increased the number of people who can connect to their system
simultaneously.*

%8 «After Katrina, Valero Energy turns to satellite communications,” ComputerWorld, September 8, 2005,
http://www.computerworld.com/s/article/104477/After Katrina_Valero Energy turns_to
satellite_communications, accessed June 22, 2010.

* ExxonMobil, “Overview of ExxonMobil storm preparation,”
http://www.exxonmobil.com/corporate/community safety er storm_preparation.aspx, accessed June 22, 2010.
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Installing Asset Databases and Tools

The ability to monitor critical facilities, such as pipeline networks, and reestablish production
quickly in the event of damage is a key component of hurricane preparation and recovery for the
petroleum industry. One way that companies monitor their assets is through the use of
Supervisory Control and Data Acquisition (SCADA) systems. SCADA systems are computer-
based industrial control systems used to collect data and exercise control from a remote location.
They are used in the pipeline industry to collect data from sensors in real time and relay that
information to controllers. Controllers can then remotely operate pipeline equipment such as
valves and pumps.>® Satellite technology is frequently used to provide high quality connectivity
for SCADA applications in the pipeline industry since it provides reliable communications, even
in harsh environments.

BP uses a SCADA system with state-of-the-art satellite communications, complemented in some
areas by terrestrial circuits, radio links, and dial backup phone lines. Every seven to 10 seconds
it gathers more than 38,000 data points from over 300 locations, showing changes in fluid levels,
pressure, flow, temperatures, gravity, alarms, security, pump speeds, hazardous atmosphere, and
other critical readings. The general location of pipeline irregularities can most often be
determined relatively quickly by a skilled pipeline controller who can then close valves, isolate
problems and make repairs.™

The use of Geographic Information Systems (GIS) is becoming more common in the petroleum
industry as a tool for analyzing and displaying infrastructure data. For example, GIS programs
can be utilized to monitor the condition and flow of pipelines during and after a hurricane. One
of the most difficult jobs after a hurricane is damage assessment. GIS tools can play an
important role in short-term recovery efforts by mapping damaged facilities, the type and amount
of damage, and priorities for action.”® At least one company, ExxonMobil, uses a GIS-based
generator tracking system to monitor the location and status of deployed portable generators.>®

Updates have also been made to rules that regulate the operation of control rooms, where this
technology is most often located and operated. DOT/PHMSA administers Control Room
Management (CRM) rules that apply to operators of pipeline facilities with a controller who
monitors and operates all or part of a pipeline facility through a SCADA system. Each operator
must follow written control room management procedures as detailed by the rule. The amended
rule, effective February 2010, ensures that control systems are matched to human capabilities
and limitations, including fatigue management. The amendments are a result of National

* NTSB, Supervisory Control and Data Acquisition (SCADA) in Liquid Pipelines, Safety Study NTSB/SS-05/02,
November 29, 2005, http://www.ntsb.gov/publictn/2005/ss0502.pdf , accessed May 17, 2010.

*1 BP, http://www.bp.com/liveassets/bp_internet/globalbp/STAGING/global_assets/downloads/B/BPM_05two
pipelines.pdf, accessed May 17, 2010.

°2 ESRI, “GIS Technology for Disasters and Emergency Management,” May 2000,
http://www.esri.com/library/whitepapers/pdfs/disastermgmt.pdf, accessed May 17, 2010.

%% Xterprise, “ExxonMobil Global Location System (GLS) Provides Detailed Tracking of High Value Mobile
Assets,” undated, http://www.xterprise.com/Files/Cases/SuccessStory XOM.pdf, accessed May 11, 2010.
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Transportation Safety Board (NTSB) investigations into actual pipeline accidents, during which
the NTSB identified key root causes and then proposed five areas for potential improvement:>

« Controller display graphics
» Alarm management

« Controller training

» Controller fatigue

» Leak detection

The new regulations contain specific requirements for operators to design and operate their
SCADA system to take specific account of these improvement areas and what is needed by the
controller to properly do the job of keeping things operating safely and responsibly.

Petroleum companies can draw upon databases and tools made available by regulatory agencies.
In Texas, for instance, the Railroad Commission maintains a comprehensive critical
infrastructure/key resources database of above- and underground storage, including the Strategic
Petroleum Reserve, and meter and pump stations.>® The Texas Commission on Environmental
Quality (TCEQ) developed and maintains interactive databases on environmental emergency,
discharge, spill, or air release from refineries and above ground storage tanks.

Petroleum Infrastructure Resiliency

Improving the resiliency of petroleum infrastructure involves activities that enable refineries,
pipelines, terminals, and retail outlets to continue operating despite damage. It also involves
increasing the facility’s capacity to return to normal operations rapidly if outages do occur.
Petroleum companies may take resiliency measures as general precautions, or they may take
them in preparation for specific storm events.

General Readiness

General readiness activities are geared toward preparing refineries, pipelines, terminals, and
retail outlets to recover quickly from damage from flooding, extreme winds, and other impacts
from storms. Because such activities are considered effective against any storm event, they may
occur before hurricane season or throughout the year. They include:

« Conducting hurricane preparedness planning and training
» Complying with inspection protocols

« Improving employee communications and tracking

+ Installing redundant communications

* Procuring mobile command vehicles

» Purchasing/leasing portable generators

**|mpact of New PHMSA Control Room Management Rules,” Pipeline & Gas Journal, April 2010,
http://pipelineandgasjournal.com/impact-new-phmsa-control-room-management-rules?page=show, accessed June
22, 2010.

%® Railroad Commission of Texas, “About RRC,” http://www.rrc.state.tx.us/about/index.php, accessed June 22,
2010.

% Texas Commission on Environmental Quality, Agency Response to Events, Spills,
http://www.tceq.state.tx.us/response/spills.html, accessed June 22, 2010
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* Pre-positioning and pre-wiring portable generators
» Securing alternate sources of gas supplies

Conducting Hurricane Preparedness Planning and Training

A hurricane preparation plan is the primary component of any petroleum company’s overall
storm resiliency. Each plan lays out the steps necessary to minimize the potential impact to the
facility from an approaching storm. Typically, plans are reviewed for effectiveness and updated
after each hurricane.

The refinery and pipeline operators interviewed for this study all confirmed that they maintain
confidential hurricane preparedness plans. The companies would not share their plans with
DOE, but they do share information with members of their trade organizations, the American
Petroleum Institute (API), the National Petrochemical & Refiners Association (NPRA), and the
Association of Oil Pipe Lines (AOPL). API and AOPL are not as focused on hurricane planning
as NPRA, which compiled the lessons learned from the 2005 hurricane season into a planning
and crisis response guide for operators of refineries and petrochemical plants. The NPRA
Hurricane Security Operations®’ addresses both pre-hurricane planning and recovery operations,
and outlines specific steps to best prepare for a hurricane (see Table 3).

ExxonMobil has extensive hurricane preparedness plans that include procedures for preparation,
response, and recovery. Approximately ten days before projected hurricane landfall, personnel
and equipment preparations are started, including travel out of potentially impacted areas.*®
Preemptive inspections and preparations take place within approximately seven days from
landfall. About four days from landfall, coastal refineries that may be affected by the storm are
shut down if necessary, or shifted to “safe park” mode, a reduced-output state that helps conserve
crude oil and other key supplies that may be interrupted by the storm.*

Shell and Motiva also follow a phased approach for storm season preparations. In advance of a
storm, they consider all critical plant functions, including computing services, communications,
utilities, crude oil deliveries, petrochemical feedstocks, product distribution, health, safety, and
environment. They have on duty at all times a workforce that can operate and maintain a facility
safely, or if need be, shut down the units in a safe and controlled manner. They also have
designated teams that stay behind during a storm. These teams represent a mix of expertise,
including logistics, security, site supervision, and emergency medical skills.®

Chevron’s Pascagoula refinery has ten medical first responders and 25 nationally certified
Emergency Medical Technicians on staff for medical emergencies. They also have an
Emergency Response Team that includes 80 employee volunteers who complete 150 hours of

> NPRA, Hurricane Security Operations, May 31, 20086,

http://www.npra.org/files/hurricane_security operations.pdf , accessed June 22, 2010.

*% ExxonMobil, http://www.exxonmobil.com/corporate/files/news_pub_lamp_2009-2.pdf, accessed May 4, 2010.
% ExxonMobil, “What we do when storms hit hard,”

http://www.exxonmobil.com/corporate/news_features 20090601 storm_prep.aspx, accessed May 4, 2010.

% Shell, http://www.shell.us’/home/content/usa/aboutshell/media_center/storm_center/shell_motiva_prepared/
onshore/#wrapper, accessed May 5, 2010.
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specialized training each year to respond to emergency situations.”* ExxonMobil’s Baytown
refinery and Chemical Plant have a similar arrangement with 80 emergency response volunteers
who are required to complete a minimum of 80 hours of training per year.*

Table 3. Typical Petroleum Industry Emergency Response Plan Elements

Establish an emergency management team
- Appoint a senior official as team lead
- Participate in daily calls
- Setroles and responsibilities for responders
» Assess facility security
- ldentify critical sites that require security
- Issue company badges and authorization letters to first responders
- Detail the steps to secure critical sites, gates, and equipment
- Itemize and stock supplies and equipment, including portable generators
* Enhance logistics
- Provide security supplies and equipment to ride-out staff
- Prepare for transportation needs, e.g., fill vehicle tanks, strategically position vehicles,
prepare for convoy needs, obtain magnetic signs with company logo
- Stock extra chains, padlocks, battery-operated lights, and spare parts
» Ensure reliable communications options
- Incorporate all modes, e.g., landline, cell, satellite, walkie-talkies, blackberries
- Authorize Wireless Priority Service on key cell phones and Government Emergency
Telecommunications Service (GETS) cards
- Update and distribute paper copies of contact information
» Coordinate with key personnel
- Educate employees to prepare for extended shelter-in-place periods
- Secure temporary lodging for displaced employees and their families
- Have medical personnel on-site for first aid and immunizations
- Set up hot-line or website for employee status reports
- Arrange cash payroll and dispense emergency funds
* Maintain relations with communities and governmental agencies
- Evaluate in advance governmental transportation permit requirements
- Assess emergency procedures, evacuation, and search-and-rescue plans
- Refuel State emergency vehicles and share food and water to win cooperation
- Meet with electric utilities providing power to key assets

Source: Adapted from NPRA, Hurricane Security Operations, May 31, 2006, and ExxonMobil, What we do when
storms hit hard, http://www.exxonmobil.com/corporate/news_features_20090601_storm_prep.aspx, accessed May 18,
2010.

Complying with Inspection Protocols

Regular inspections of petroleum refineries, terminals, and pipelines indicate whether equipment
is properly functioning before a hurricane strikes. These inspections often occur during
maintenance or turnarounds.®® Even though not every unit at a refinery is impacted during each

®1 plantServices, Plant Services names its Plant of the Year, http://www.plantservices.com/articles/2006/259.html,
accessed May 10, 2010.

%2 ExxonMobil, Emergency preparedness and response, http://www.exxonmobil.com/NA-
English/about_where_ref bt_emergprep.aspx, accessed May 4, 2010.

% A refinery turnaround is a planned, periodic shutdown of one or more refinery processing units (or possibly the
entire refinery) to perform maintenance, inspection, and repair of equipment and to replace process materials and
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turnaround, refineries are typically shut down (totally or partially) for maintenance that is
scheduled at least one or two years in advance, and can last one to four weeks.*

Refinery, pipeline, and terminal operators follow inspection-related codes, standards, and
recommended practices developed and published by API. Other organizations, e.g., the
American National Standards Institute (ANSI) and the International Organization for
Standardization (ISO), are encouraged to adopt API’s codes, standards, and recommended
practices.

The selected API codes, standards, and recommended practices in Table 4 address inspection at
refineries, pipelines, and terminals. API sponsors an Individual Certification Program to certify
inspectors responsible for enforcing Codes 510 and 570 and Standard 653.%°

Table 4. Selected API Inspection-Related Codes, Standards, and Practices

API No. [Title

Code 510 |Pressure Vessel Inspection Code: In-Service Inspection, Rating, Repair, and Alteration

Piping Inspection Code: In-Service Inspection, Rating, Repair, and Alteration of Piping
Code 570 Systems

RP 571 |Damage Mechanisms Affecting Fixed Equipment in the Refining Industry

RP 572 |Inspection Practices for Pressure Vessels

RP 574 |Inspection Practices for Piping System Components

RP 575 Guidelines and Methods for Inspection of Existing Atmospheric and Low-Pressure Storage
Tanks

RP 576 |Inspection of Pressure-Relieving Devices

RP 577 |Welding Inspection and Metallurgy

RP 580 |Risk-Based Inspection

RP 581 |Risk-Based Inspection Technology

Std 598  |Valve Inspection and Testing

Std 650 |Welded Tanks for Oil Storage: Tank Inspection, Repair, Alteration, and Reconstruction

RP 651 |Cathodic Protection of Aboveground Petroleum Storage Tanks

Std 653  |Aboveground Storage Tank Inspection, Repair, Alteration, and Reconstruction

Std 2610 |Design, Construction, Operation, Maintenance and Inspection of Terminal and Tank Facilities

Notes: RP =recommended practice; Std = Standard
Source: Adapted from API, Standards, http://www.api.org/Standards/, accessed May 18, 2010.

Most petroleum companies follow API’s recommended practices and standards regarding
inspections. Inspections of aboveground petroleum product storage tanks (exceeding 50,000
gallon capacity) are defined by API Standard 650, “Welded Steel Tanks for Oil Storage.” The
frequency and specifics of the inspections vary greatly based on the contents of the tank, the
corrosion rate, location, local regulations, and other factors. Normally, the schedule of
inspections is set up at the time of construction and a record is kept of inspections, including any
modifications, repairs, or changes of service.®

equipment that have worn out or broken, in order to ensure safe and efficient operations. See EIA,
www.eia.doe.gov/oiaf/servicerpt/refinery outages/SROOG200701.pdf, accessed June 1, 2010.

% API, Refinery Turnaround, http://www.api.org/aboutoilgas/sectors/refining/refinery-turnaround.cfm, accessed
May 18, 2010.

% API, IPC Programs in Detail, http://www.api.org/certifications/icp/programs/index.cfm, accessed May 18, 2010.
8 NCPCM. http://www.ncpcm.org/pdf/ASTManual012010.pdf, accessed May 4, 2010.
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* Routine in-service external inspections are conducted monthly

« Turnaround inspections are conducted by an API-certified inspector at least every five years,
and look for leaks, bulges, corrosion, settlement, and breaks in coating and insulation, as well
as monitor cathodic protection systems

 Internal inspections of the bottom plates for corrosion and leaks are conducted at least every
20 years

There is very little regulatory oversight of hardening and resiliency efforts at refineries and
petroleum pipelines. The Federal Energy Regulatory Commission (FERC) oversees interstate
pipeline movements, but is more focused on the pricing and monopolization of the market. The
PHMSA maintains more than 75 full-time pipeline inspectors in the field to inspect interstate
pipelines and enforce compliance with Federal pipeline safety regulations. However, the
majority of pipeline inspections are carried out by State inspectors who work for State regulatory
agencies.

For pipelines, inspections are dictated by Federal law, which requires that rights-of-way are
visually inspected at least 26 times a year either by walking, driving, or flying the course, or by
other appropriate means.®® At intervals not exceeding five years, operators must also inspect
each crossing under a navigable waterway to determine the condition of the crossing.®® Pipeline
operators may enforce their own, more stringent inspection programs. At least one operator, BP,
performs manned aerial inspections of both rights-of-way and pipelines 52 times a year.”® They
are currently investigating the possibility of performing multiple inspections per week using
unmanned aerial drones.

Improving Employee Communications and Tracking

All of the refinery and pipeline operators interviewed for this study indicated that the safety of
their employees was paramount. These companies provide shelter, food, supplies, and
communications services to assist employees and speed recovery. They have numerous methods
of keeping track of their employees and communicating with them before, during, and after a
hurricane. These methods include websites, hotlines, and media channels, and are aimed at
ensuring employee safety and enabling a quick and coordinated response after a storm has
passed.

Marathon assisted more than 650 employees and their families impacted by Hurricane Katrina
through donations of food, water, generators, and other household items. In addition, they set up
temporary housing for employees whose homes had been damaged or destroyed and provided
employees with interest-free loans up to $10,000 to assist in their recovery efforts.”* Marathon
has since developed a website, www.MarathonCares.com, which serves as an employee

" PHMSA. http://primis.phmsa.dot.gov/comm/InspectionEnforcement.htm, accessed January 13, 2010.
% CFR 195.412 Inspection of rights-of-way and crossings under navigable waters (last amended June 28, 1994),
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr;sid=d6823325054b0559253dee57ebcc3067;rgn=div5;view=
(tgxt;node:49%3A3.1.1.1.7'idno:49;cc:ecfr#49:3.1.1.1.7.6.21.10, accessed January 13, 2010.

Ibid.
" http://www.bp.com/sectiongenericarticle.do?categoryld=9023212&contentld=7043102 and
http://www.rice.edu/energy/publications/docs/KennyL ang_katrina.pdf, accessed January 13, 2010.
™ EnewsBuilder, http://www.enewsbuilder.net/aopl/e_article000452974.cfm?x=b11,0,w, accessed May 17, 2010.
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emergency communication center and provides timely information to employees and family
members in the event of an emergency. The system also provides critical contact information for
the Corporate Emergency Response Team, refinery emergency hotlines, and other employee
assistance contacts.

ExxonMobil has instituted an automated employee tracking system that can deliver two-way,
interactive communications via phone and e-mail to ascertain the safety and well-being of
employees in an emergency situation. The Automated Tracking System stores employee
emergency contact information and provides a toll-free number for employees to report their
status following an emergency.”

Shell and Motiva work with the media and other communication channels to instruct employees
not to report to work when conditions may be unsafe.’

Chevron provides a toll-free Gulf Coast Employee Hotline for employees and contractors, their
families, and friends that can be used to report the whereabouts of employees or contractors. In
emergency situations, employees and contractors are required to call their plant’s toll-free
emergency information number for recorded status updates on plant shutdown, reporting back to
work, plant restart, and other critical information.”

In Texas, the Railroad Commission assumes responsibility for notifying the public of incoming
hurricanes starting 120 hours in advance of potential landfall. It releases public service
announcements on radio and other media, and initiates preparedness and response actions.”®

Also after Katrina, the State of Illinois, working with the State of Louisiana, contributed a
number of Ground Control Magellan Mobile Satellite Internet Systems (MSS) to provide
communications for Katrina relief efforts. A large tent was erected that housed 30 laptops that
were simultaneously connected to the MSS's wireless networks. Each workstation had Voice-
Over-Internet-Protocol capabilities and videoconference capacity via web cam (see Figure 8)."

During Hurricane Rita, PHMSA facilitated efforts to obtain temporary housing through FEMA
for pipeline personnel in the Gulf area. Temporary housing was provided in the form of mobile
homes and trailers.”

2 Marathon Oil. http://www.marathoncares.com/go/site/1772/, accessed May 6, 2010.

" ExxonMobil, http://www.exxonmobil.com/corporate/community_safety er_storm_preparation.aspx, accessed
May 4, 2010.

" Shell,
http://www.shell.us/home/content/usa/aboutshell/media_center/storm_center/shell_motiva_prepared/onshore/,
accessed May 5, 2010.

7> Chevron. http://www.cpchem.us/phone_numbers.html, accessed May 5, 2010.

"® Rissler, J., Texas Railroad Commission, personal communication, February 24, 2010.

" Ground Control, Katrina Case Study, http://www.groundcontrol.com/katrina.htm, accessed May 18, 2010.

® PHMSA, Hurricane Response, http://www.phmsa.dot.gov, accessed May 18, 2010.
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Installing Redundant Communications Figure 8. Communications Tent

During hurricane emergencies, landlines often
fail and wireless systems can become
congested. Because hurricane preparation,
response, and recovery depends on a
company’s ability to communicate with
personnel and other business units, the
installation of secondary or redundant
communication channels is widely regarded as
an essential element of hurricane readiness.
When landlines fail, companies can use
secondary cellular networks, satellite , : 4
communications, internet voice Source: http://www.groundcontrol.com/katrina.htm, accessed
communications services, and priority calling | May 5, 2010.

capabilities to ensure that communications

with company personnel and local and Federal government agencies are maintained. A number
of refiners store satellite phones in corporate offices, delivering them to the potentially impacted
facility before a hurricane makes landfall.

Almost every refiner and pipeline operator indicated that their employees use two priority calling
services made available by the National Communications System:

« Government Emergency Telecommunications Service (GETS)
*  Wireless Priority Service (WPS)

GETS provides priority treatment for authorized users to ensure a higher rate of call completion
during periods of outages or congestion resulting from disasters. GETS utilizes local networks
provided by Local Exchange Carriers and wireless providers, major long-distance networks and
international services, and government leased networks. GETS is accessed through a universal
access number plus a PIN that is authenticated to guarantee priority service.” Key personnel
work with government officials to obtain a GETS emergency card. During Hurricanes Katrina
and Rita, the National Communications System issued over 1,000 new GETS cards and over
40,000 GETS calls were made in the ensuing recovery period. Over 5,500 GETS calls were
made by emergency response officials in Louisiana alone, allowing them to complete calls that
otherwise would not have gone through due to congestion and outages resulting from the damage
to the infrastructure.®

WPS is the wireless counterpart of GETS. It provides priority treatment for calls made from cell
phones during periods of wireless network congestion. WPS is an add-on feature subscribed on a
per-cell phone basis that works with existing cell phones in WPS-enabled cellular networks.
WPS provides priority for emergency calls through a combination of special cellular network

" NCS GETS. http://gets.ncs.gov/program_info.html , accessed May 4, 2010.

8 Statement of Dr. Peter M. Fonash, Deputy Manager, National Communications System, Before the Senate
Committee on Homeland Security and Governmental Affairs, February 6, 2006. http://hsgac.senate.gov/public/,
accessed May 4, 2010.
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features and the same high probability of completion features used by GETS: WPS calls wait in
queue for the next available channel if a channel is not immediately available.®

Procuring Mobile Command Vehicles

Mobile command vehicles are used in many
sectors of the economy. The vehicles purchased
or leased by refiners and pipeline operators are
often similar to those ordered by local
governments (county, parish, or city), especially
in areas where refineries and terminals are
located (see Figure 9). The vehicles are
equipped with office computers and printers,
satellite phone and internet, emergency lighting,
and other supplies.

Refineries have had their own fire and rescue

Figure 9. Incident Command Center

Source: Clegg Industries, built for Chevron,
http://www.cleggind.com/specialtyvehicles/chevronrefinery.

html, accessed May 22, 2010.

vehicles for decades. The need for mobile command centers sprouted in the late 1990s when
hurricanes flooded refineries and terminals, making it impossible for operators to access their
control rooms and offices. Some mobile command centers occupy a small truck.2? The fire
brigade at the ConocoPhillips Lake Charles refinery includes two similar command vehicles and
an enclosed rescue trailer.2® Larger trailer-based mobile command centers are used by local

governments in the Gulf region (see Figure 10).

Most of the pipeline operators Figure 10. Jefferson Parish, Louisiana Command

interviewed (especially those Vehicle
managing large terminals) have
mobile command centers in
addition to a variety of trucks
for fire suppression. At least
one, Kinder Morgan, has a
centrally stationed
communications trailer
equipped with satellite
telephones and portable

Source: www.jeffparish.net/index.cfm?DoclD=6253, accessed May 11, 2010.

generators.®

8 NCS WPS, http://wps.ncs.gov/program_info.html, accessed May 4, 2010.

8 Clegg Industries built the unit for Chevron; General Truck Body built units for BP and Valero. Many other
vehicle manufacturers are active in producing and delivering such vehicles.

8 Riecher, A., “Assembling Your Apparatus,” Industrial Fire World, Vol 22 Number 5, May 2007,
http://www.fireworld.com/ifw_articles/assembling_090107.php, accessed May 11, 2010.
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Purchasing or Leasing Portable Generators

The loss of grid electricity at refineries, pipeline pumping stations, terminals, and other
petroleum industry facilities during a hurricane can severely limit or shut down operations at a
facility, even if the facility itself is not damaged. Without power, refineries cannot continue to
operate, and petroleum products cannot be moved through pipelines. During electrical outages,
therefore, petroleum companies rely on portable generators to provide electricity to critical
facilities until grid power can be restored. Purchasing portable generation equipment, or leasing
it in advance, ensures that there will be no delays in procuring reliable power when a hurricane
approaches.

Portable generators are available in a range of sizes and capacities, from retail scale units (~35
kW) to large 2-MW trailer-mounted units (see Figure 11). Even the large 2-MW mobile
generators cannot provide enough electricity to power an entire refinery. However, these
generators are used to operate the data control center, critical IT facilities, or maintain selected
units in idle mode (as opposed to shutdown) for a faster recovery. In addition, two 2-MW units
can power a small 2,500-horsepower (hp) pump station, maintaining pipeline operations. The
small portable generators are primarily for retail outlets. These units are typically pre-wired to

enable rapid start-up.

Figure 11. Large Mobile Generators

The National Fire Protection Association
Standard 110 "Standard for Emergency
and Standby Power Systems" provides
guidance regarding the amount of fuel to
maintain onsite for a portable generator,
which may be required to operate for up
to 96 hours, or possibly more.®

Economic considerations determine
whether refiners and pipeline operators

Source: ExxonMobil, April 2010.

choose to purchase or lease portable
generators. All of the Gulf Coast refiners interviewed purchase and/or lease large mobile
generators. A new 2-MW trailer-mounted unit costs approximately $0.5 million. This is the
delivered price of the generator; necessary accessories (e.g., cables, batteries, fuel tanks) must be
purchased, which will raise the installed price over $1 million.®

ConocoPhillips’ Alliance refinery in New Orleans leases generators for use as backup power for
water extraction pumps. The pumps are located at one of the lowest ground areas of the refinery
and are designed to redirect storm water away from the plant and refinery equipment. The setup
includes two 2-MW trailer-mounted Kohler generators providing redundant backup power to
four 390-hp pumps. In addition, two transformers and a motor control center are wired to the
generators. The full setup requires 3,600 feet of cable. The configuration is designed so that two

8 National Fire Protection Association, Standard 110 "Standard for Emergency and Standby Power Systems" (2005
edition), http://www.nfpa.org/catalog/product.asp?pid=11010&order%5Fsrc=B484, accessed April 13, 2010.

8 This price is typical of multiple dealers. http://www.gopower.com/products/generators/diesel/1/1000-
10000000/1000%20kW%20and%20Up%20Diesel%20Generators, accessed July 1, 2010.
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pumps can run entirely on one generator, or all four pumps can share the electrical load between
the two generators.®’

All but one of the interviewed pipeline operators indicated that they lease rather than buy their
mobile generators, either before the hurricane season starts or after a storm makes landfall. One
operator noted that there was little benefit to leasing large generators and has stopped this
practice. The experience of this operator was that it incurred significant expenses hooking up the
leased generators, and in the end the effort did not benefit the movement of product up the
pipeline. From the perspective of this operator, an area power outage means that there is no
refinery production or stock drawdown to keep the pipeline operational, which makes leasing a
portable generator not cost-effective.

Colonial Pipeline is the one pipeline operator that purchased generators. To avoid a recurrence
of the shutdowns it experienced during the 2005 hurricane season, Colonial purchased 12 trailer-
mounted Mitsubishi portable generators, seven transformers, and miles of associated cabling in
2006. %8 Colonial prepares for hurricane season by completing maintenance and testing to ensure
generators are road-worthy and that contractors are lined up to install and start up the units (see
case study).

Pre-positioning and Pre-wiring Portable Generators

Another hurricane resiliency practice is to strategically pre-position portable generators in
locations that are beyond the storm track, but in close proximity to the affected facilities to allow
rapid deployment. Smaller portable generators are pre-wired at critical communications and IT
facilities. Companies will also procure substation and transformer components before a storm
arrives so that any damaged equipment can be restored to normal operating conditions rapidly.
Four interviewed companies indicated that they have pre-wired critical sections of their refineries
and pipeline terminals.

Positioning generators to power key service stations along evacuation routes is another element
of hurricane resiliency planning. These stations provide critical fuel and supplies to residents
and responders before and after a storm evacuation. Even undamaged retail stations may require
emergency power to remain open.

All petroleum companies that operate retail stores on the Gulf Coast and in the Southeast
indicated that they have pre-wired some of their service stations. In addition, Shell has pre-wired
all critical terminals in its South Distribution Region for portable generators and transformers so
that deliveries can be quickly restored following a hurricane. Shell has also pre-positioned
portable generators in safe areas in the Gulf region to ensure rapid deployment.®

87 Kohler, http://www.kohlerpower.com/rental/library/case_study.htm?fn=cs_conaco.xml&sectionNumber=28161,
accessed May 17, 2010.

& Mihelick, P.J., “Colonial Pipeline, One Pipeline Company’s Response to Hurricanes Gustav and Ike,” 2009
Tulane Engineering Forum, http://www.tulane.edu/~sse/FORUM_2009/program/, accessed January 20, 2010.
83hell. http://www.shell.us/home/content/usa/aboutshell/media_center/storm_center/shell_motiva_prepared/fags/,

accessed May 5, 2010.
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Case Study: Colonial Pipeline’s

Experience with Mobile Generators Figure 12. Portable Generator
Cabling

Setting up mobile generators and transformers can be "
daunting, particularly when laying 6,000 feet of cable
for six generators in wet, soggy area (see Figure 12):

« 30 cables (each 140 feet long) between each
generator and transformer

» Six cables (each 300 feet long) between each
transformer and the main bus

In 2008, Colonial Pipeline activated these generators
multiple times. On September 3, 2008, Colonial started
to set up six mobile generators at its blacked-out Baton
Rouge, Louisiana pump station. It took 48 hours and Source: Colonial Pipeline, 2009 Tulane
over 100 Colonial staff and contractors to install, wire Engineering Forum.

and start-up the units. Tear_—down of the site started on Figure 13. Portable
September 8, 2008, after grid power was restored.

Generators in Texas

On September 14, 2008, Colonial Pipeline organized a
convoy to move eight generators, two trailers of
transformers, two container trailers holding cable, and
other equipment from Baton Rouge to their Hebert
Station and Port Arthur, Texas facilities, which were
blacked out by Ike (see Figure 13). Over 100 Colonial
personnel and contractors were involved in the
generator deployment to Texas. The generators ran
intermittently for a week, stopping when fuel supplies
ran out. The generators and auxiliary equipment are
stored at the Kola pumping station in Collins,
Mississippi, where they sit ready to be deployed again.

Source: Colonial Pipeline, 2009 Tulane
Engineering Forum.

Source: Patrick J. Mihelick, “Colonial Pipeline, One Pipeline Company’s Response to Hurricanes Gustav and Ike,” 2009 Tulane
Engineering Forum, http://www:.tulane.edu/~sse/FORUM_2009/program/, accessed January 20, 2010.

ExxonMobil owns one of the industry’s largest fleet of small portable generators (see Figure 14).
The company has positioned 90 small mobile generators in four storage facilities within 200
miles of the Gulf Coast. In addition, it plans to install 10 permanent generators at various
locations throughout Florida.*® ExxonMobil retail stations are pre-wired for portable generators
to facilitate rapid start-up and operation. The generators are loaded on flatbed trucks and are

% ExxonMobil. http://www.exxonmobil.com/corporate/community safety er storm preparation.aspx, accessed
May 4, 2010.
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ready for distribution well before a
hurricane makes landfall. They are big
enough to run all aspects of a retail
station, and with pre-wiring can power
a facility within 24 hours of delivery.”

Figure 14. Portable Generators for Retail
Stations

Florida has enacted legislation
requiring retail stations within a half
mile of evacuation routes to be
equipped with a generator to power the
pumps. In addition, all owners of
more than ten retail stations in a
Florida county must, within 24 hours
of an emergency declaration, have a
generator installed at 10 percent of
their retail stations. All portable generators must be stored within the State or within 250 miles of
the station.”? Currently all 970 retail stations covered by the law either have a generator or are
wired to accept one. In addition, the law requires new or remodeled retail stations to be pre-
wired for generators regardless of their distance from an evacuation route. So far, 207 of those
retail stations can run on generator power. It was reported that costs for converting a retail
station's wiring to handle a generator can range from $15,000 to $20,000.%

Source: ExxonMobI, April 2010.

Securing Alternate Sources of Gas Supplies

Refineries require substantial amounts of natural gas and industrial gases for regular operations.
Natural gas is used in boilers to produce steam and hot water for the distillation process, which
initiates product refining. Refineries located along the Gulf Coast obtain their natural gas
supplies directly from gas pipelines in the Gulf of Mexico, where offshore oil platforms produce
associated natural gas while extracting crude oil. The wet gas is dried at gas processing units on
the coast, and then piped to refineries. When hurricanes arrive in the Gulf of Mexico, platforms
are evacuated and production is reduced and/or shut in, cutting off the refineries’ supply of
natural gas. Some refiners have begun to contract with inland gas pipelines (obtaining direct
hookups to natural gas pipelines) to guarantee natural gas supplies, even during hurricane staging
periods.

Industrial gases — hydrogen, nitrogen, oxygen — are used throughout refining processes:

°1 ExxonMobil. http://www.exxonmobil.com/corporate/news_features 20090601 _storm_prep.aspx, accessed May 4,
2010.
%http://www.myfloridahouse.gov/Sections/Documents/loaddoc.aspx?FileName=_h7121er.doc&DocumentType=Bil
I&BillNumber=7121&Session=2006, accessed January 16, 2010. Not every retail outlet is required to have
generators. The Florida rule applies to companies operating a certain number of stations in populated areas served
by a specific number of stations.

% Tampa Bay Online, TBO.com, “How prepared is the Tampa area for storm season?” May 28, 2010,
http://wwwz2.tbo.com/content/2010/may/28/how-prepared-tampa-bay-storm-season/c_1/, accessed May 22, 2010.
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« Hydrogen is a necessary component of hydrocracking, which uses catalysts and hydrogen to
convert fuel oil into light products. Hydrotreating requires hydrogen to remove sulfur and
nitrogen from products.®*

+ Nitrogen is used to purge equipment, tanks, and pipelines of dangerous vapors and gases
(e.g., during restart and after completing a pipeline transfer operation or ending a production
run) and to maintain an inert and protective atmosphere in tanks storing flammable liquids.
Nitrogen suppresses flammability by reducing oxygen levels to a point below which
combustion is possible.”

» Oxygen is used to enrich the air feed to catalytic cracking regenerators and sulfur recovery
units, which increases capacity of the units. Oxygen is also used to regenerate catalysts in
refineries.*

To guarantee access to supply of these gases, some refiners have co-located their refineries with
industrial gas facilities, or incorporated industrial gas plants in their expansion designs. In one
such case, an Air Liquide plant is located adjacent to Valero's Corpus Christi refinery, delivering
industrial gases to refining, petrochemical, and steel plants in the vicinity. Air Liquide operates
1,800 miles of pipeline along the Texas and Louisiana Coast, delivering industrial gases to more
than 130 petrochemical and refinery customers.”” The expansion of the Marathon Garyville
refinery includes a new hydrogen facility and hydrogen pipeline.” In at least one case, the
industrial gas plant is integrated with a cogeneration plant that provides electricity to the
refinery. The new Air Products hydrogen and cogeneration facility, inaugurated in 2007, is
adjacent to the Valero Port Arthur refinery.*®

Industrial gases, particularly nitrogen, are required for start-up of critical refinery production
units. When industrial gas plants sustain damage (e.g., Air Products Michoud plant in New
Orleans from Hurricane Katrina), some refiners have had to obtain many trucks’ worth of bottled
hydrogen and nitrogen in order to start their facilities. Other refiners have contracted with third
parties to increase the reliability of supply when the refinery is restarting. Motiva, for example,
has commissioned an 85-mile, 20-inch pipeline to transport hydrogen from Air Liquide's Bayport
plant to Motiva's Port Arthur refinery. Construction of the line was slated to have been finished
in the first quarter of 2010.1%

* http://www.uigi.com/hydrogen.html, accessed May 31, 2010 and Chevron,
http://www.chevron.com/products/sitelets/pascagoula/refiningprocess/proccrude.aspx, accessed May 22, 2010.

% http://www.uigi.com/nitrogen.html, accessed May 31, 2010 and http://www.southtektalk.com/2010/01/nitrogen-
use-with-oil-platforms-and.html, accessed May 22, 2010.

% http://www.uigi.com/oxygen.html, accessed May 31, 2010.

% http://www.thefreelibrary.com/Air+Liquide+America+Celebrates+SMR+Start-Up-+in+Corpus+Christi.-
2053195109, accessed May 22, 2010.

% http://news.thomasnet.com/companystory/Air-Products-to-Build-New-Hydrogen-Production-Facility-L inked-to-
Pipeline-Network-to-Supply-Marathon-s-Garyville-La-Refinery-Expansion-515303, accessed Julyl, 2010.

% Peltier, PE, Dr. R., “Port Arthur II Integrated Hydrogen/Cogeneration Facility, Port Arthur, Texas,” Power,
September 15, 2007, http://www.powermag.com/gas/Port-Arthur-11-Integrated-HydrogenCogeneration-Facility-
Port-Arthur-Texas 408.html, accessed May 22, 2010.

190 http://www.universalpegasus.com/projects.php?page=onshore_pipeline, accessed May 31, 2010.
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Storm-Specific Readiness
Resiliency activities undertaken to address a specific storm help speed recovery. They include:

* Maintaining minimum tank volumes

* Wrapping/protecting pumps & motors

» Facilitating employee evacuation and reentry
» Coordinating priority restoration and waivers

Maintaining Minimum Tank Volumes

Above-ground storage tanks are at particular risk during storm surge flooding since they can
actually float off their foundations when spill-containment areas became flooded with water.
One method that companies use to prevent tank movement is to ensure that an adequate amount
of product is in the tank prior to a storm. This adds weight and stability to the tank and can
prevent it from floating off its platform.

At least four of the companies reported taking steps to ensure a minimum volume of product is in
their storage tanks before a storm arrives. Keeping product in the storage tanks at terminals prior
to a storm also serves to reduce the possibility of product being stranded at a refinery if an outage
occurs. The companies reported that it is necessary to begin very early before a storm to secure
enough product to fill the tanks, since there can be competition among petroleum companies and
emergency responders as a storm approaches. It is especially difficult when hurricanes strike in
close succession, as occurred in 2005 and again in 2008, because it is more difficult to procure
product after a storm. Some companies reported filling tanks completely prior to a storm. One
company reported filling tanks % full. It was also reported that another advantage of filling tanks
prior to a storm is that a full tank is more rigid and less susceptible to wind damage, especially if
wind girders are not installed.

The API Standard 650, “Welded Steel Storage Tanks,” recommends special consideration in
areas where tanks are subject to flooding of the berm, dike, or other secondary containment area
when the tank is empty of liquid. Flooding of the containment area can uplift the tank, and
imposes hydrostatic pressure against the outside of the tank shell. Normally, the amount of water
that collects is not sufficient to impose significant pressure, but the height of water can be
enough to “balloon” the bottom of the tank. One practical method commonly used to mitigate
the risk of this type of damage is to maintain a minimum liquid level inside the tank that is high
enough, considering the relative specific gravities of the liquids inside and outside the tank, to
balance or offset the external pressure that might otherwise cause the tank bottom to balloon.
The API standard provides the equations necessary to calculate this minimum liquid level.**

The Petroleum Equipment Institute (PEI) publishes Recommended Practices (RP) for the
petroleum industry. PEI RP-800, “Recommended Practices for Installation of Bulk Storage
Plants,” suggests anchoring tanks in flood plains and developing a plan to alleviate the

101 http://www.api650.com/, accessed May 15, 2010.
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accumulation of rainwater within a dike that can cause tanks to float.’% PE| also states that
aboveground storage tanks that are mounted in their own steel containment dikes should have the
dike drainage valves opened during hurricanes, to allow potential flood waters to exit the diked
area and thus help keep the tank from moving.

Wrapping and Protecting Pumps and Motors

Refinery and pipeline operations require many motors and pumps. Most are smaller pumps in
the 200-hp range, but a number of very large pumps are also utilized. The smaller pumps
weighing around 2,000 Ib can be wrapped for protection or, if skid-mounted, lifted and relocated
to higher elevation before the storm arrives. At least one company indicated that in 2008 they
pulled motors off all key pumps at their facilities and wrapped them in plastic wrap to stop coils
from getting wet.

Pipeline pump stations require multiple motors to provide the 10,000 hp required. Larger pumps
exceeding 1,500 hp can weigh over 5,000 Ib.2%® These units are too large to be wrapped or
relocated. One pipeline operator explained their practice is to power down stations prior to a
hurricane to prevent damage to motors and other equipment related to commercial power issues.

Facilitating Employee Evacuation and Reentry

Another priority for companies during storm preparation is to secure exemptions from
evacuation orders so that restoration efforts can begin as soon as possible after a storm strikes.
Companies work with Federal, State, and local governments to procure exemptions. At least one
company reported working with local city mayors to secure exemptions from evacuations prior
to hurricane landfall.

Companies have indicated that they use ride out crews, i.e., a small number of employees
sheltering in place at storm-hardened facilities. The decision depends on facility location relative
to storm path and the severity of the storm. Ride out crews assist in assessing damage and
expediting restoration. At least two refiners indicated that they had built secure facilities to
accommaodate large crews.

Individual States may impose special evacuation standards. For example, Louisiana has
developed a Standard Operating Procedure (SOP) for emergency response and management
personnel at the State and local level in conjunction with critical infrastructure owners and
operators.'® Lack of uniform access guidelines after Hurricane Katrina resulted in delays and
loss of critical utilities and services, as well as delays in reestablishing security and
communications systems. The SOP protocol grants admission to the various facilities based on
the immediate needs of the locally affected areas through communication with the local

192 petroleum Equipment Institute.
http://www.pei.org/PublicationsResources/RecommendedPracticesExams/%20RP800/tabid/106/Default.aspx,
accessed May 15, 2010.

193 Flowserve, Dave DePaolis, communication June 2, 2010.

104 State of Louisiana, Standard Operating Procedure, Statewide Credentialing/Access Program.
http://www.lsp.org/pdf/Iscap.pdf, accessed May 15, 2010.
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emergency operations center and parish and State Governments. The procedures are
administered only in the event of a Declaration of a State of Emergency from the Governor or
affected parish president or mayor when a mandatory evacuation order has been issued (see case
study).

Case Study: Tiered Reentry Approach in Louisiana

The procedure for allowing reentry into a secured area following an emergency evacuation in
the State of Louisiana follows a tiered approach for reentry based on key roles in restoring
normal operations after a disaster.

« Infrastructure and utilities repair personnel, including municipal and public works utilities
requiring immediate access to restore water, lighting, and communications

Official Damage Assessment Teams including FEMA, State, and local officials

¢ Other personnel at the discretion of the Parish DHS or applicable municipal EOC

Tier 1

* Relief workers to provide food and other supplies for people remaining in impacted areas

« Healthcare agencies including hospitals, nursing homes, assisted living facilities, and dialysis

centers

Insurance agents and banking organizations

¢ Business operators considered critical to the recovery effort: transportation, public health, and
rescue

¢ Other personnel at the discretion of the Parish DHS or applicable municipal EOC

Tier 2

¢ Business operators not allowed in under Tier 2 and residents allowed to return as areas are
deemed safe.
Note: Parish is the equivalent of a county in Louisiana. EOC is the emergency operations center.

Source: State of Louisiana, Standard Operating Procedure, Statewide Credentialing/Access Program.
http://www.lsp.org/pdf/Iscap.pdf, accessed May 15, 2010.

Tier 3

In Texas, Chapter 22 of the Texas Labor Code prohibits an employer from discriminating against
an employee who “leaves the employee’s place of employment to participate in a general public
evacuation ordered under an emergency evacuation order.” However, Chapter 22 does not apply
to a person who is necessary “to provide for the safety and well being of the general public,
including a person necessary for the restoration of vital services.” This is interpreted to include
not only utility workers and other recovery personnel, but also employees working for gas
stations, grocery stores and other critical services.'®

After Hurricane Ike, one fuel supplier in Louisiana offered a bonus program incentive for people
who stayed to help recovery efforts. %

105 \WageHourBlog,
http://www.wagehourblog.com/uploads/file/HR%20Guide%20for%20Hurricane%20and%20Disaster%20Preparatio
n.pdf, accessed May 4, 2010.

106 NACS Online,
http://www.nacsonline.com/NACS/Magazine/Pastlssues/2008/November2008/Pages/Featurel.aspx, accessed May
18, 2010.
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Coordinating Priority Restoration and Waivers

Companies work with Federal, State, and local governments before a hurricane to secure waivers
and permits that allow vital materials, including fuel and supplies, to be transported to affected
areas as quickly as possible. Waivers cover the number of hours a truck driver can operate a
vehicle, the weight of the truck bringing the fuel, and the quality of fuels. State and Federal
regulations restrict the volatility of gasoline in summer months, and in certain urban areas
reformulated gasoline may be required year-round. EPA may grant fuel quality waivers allowing
early use of winter grade fuels, which normally enter the market in mid-September. EPA may
also temporarily waive reformulated gasoline requirements. Additional waivers from State
regulatory agencies may be necessary to receive additional fuel supplies from neighboring
States.

PHMSA works with local and Federal agencies to assist with hurricane response and recovery
efforts in several ways including:

 Facilitating the restoration of fuel distribution through pipelines to ensure sufficient levels of
energy supplies

» Assisting in the design and implementation of emergency fuel distribution networks for
FEMA

» Aiding in the ease of transfer and movement of hazardous materials throughout the
hurricane-stricken region.

For example, during Hurricanes Katrina and Rita, PHMSA issued numerous Emergency
Hazardous Materials Special Permits to Gulf Coast States authorizing the shipment and
transportation of fuels that may not have fully complied with Hazardous Materials
Regulations.'%’

The City of Gulfport has contracts in place with local service stations to provide priority access
to fuel for city vehicles and equipment when the city is under emergency conditions. After
Hurricane Katrina, access to gasoline and diesel fuel stored at these facilities was hampered by
the lack of electric power for station pumps and manual pumps had to be employed.'%

Several companies require employees to complete safety training before they transport any
product. Drivers have to know the safety codes and requirements for each State they drive
through. During hurricane events, companies use a wide pool of drivers. When drivers are
trained and certified in advance, they can load their trucks without a delay during emergency
situations. In Texas, the Fuel Team plays a pivotal role (see Case Study).

Y97 PHMSA. http://www.phmsa.dot.gov/prepare-respond, accessed May 18, 2010.

1% NIST Technical Note 1476, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A
Reconnaissance Report, June 2006, http://www.bfrl.nist.gov/investigations/pubs/NIST_TN_1476 ExecSum.pdf,
accessed April 22, 2010.
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Case Study: Texas Fuel Team in Pivotal Role

After Hurricane Rita, Texas Governor Rick Perry created the Task Force on Evacuation,
Transportation and Logistics. The Task Force recommended the creation of the Fuel Team to
support the maintenance of fuel supplies along evacuation routes and to assist with recovery of
the fuel network as quickly as possible after a storm. The Fuel Team was created to serve as a
private-sector partner to the State and operates as an information clearinghouse and critical
communications hub. Before the start of the hurricane season, the Fuel Team organizes and
participates in State drills, and establishes communications procedures with refineries, retailers,

pipelines, terminals and tankers. It proactively lays the groundwork necessary to obtain waivers
for fuel, transportation, and re-entry for personnel and vehicles that are critical to recovery.
During re-entry, the Fuel Team works with the Texas Department of Public Safety to plan for
security, to arrange fuel carrier escorts, and to coordinate alternate routes for fuel deliveries.
During Hurricane lIke, the Fuel Team worked directly with more than 40 State and Federal
agencies, local jurisdictions, elected officials, and trade associations to support preparation,
evacuation, search and rescue, and recovery.

Source: Texas Oil & Gas Association, The Fuel Team Report, November 11, 2008,
http://www.txoga.org/categories/Resources/Downloads/, accessed June 26, 2010.

OE/ISER Final Report 8/16/10 41


http://www.txoga.org/categories/Resources/Downloads/

Electricity Infrastructure

Electricity is an essential element of all energy supply and distribution systems and critical
infrastructure (e.g., hospitals, banks, airports, transit systems). All segments of the energy
supply and distribution infrastructure require electricity to operate. For example, a refinery or
pipeline pumping station, even if undamaged by a hurricane, will not be able to operate if the
supply of electricity to it is interrupted. This interdependence underscores the need for available
grid-supplied electricity before, during, and after a hurricane.

The unprecedented hurricane seasons of 2004, 2005, and 2008 brought a renewed focus to the
challenge of hardening the electric utility infrastructure, especially along the hurricane-prone
Gulf Coast. Investor-owned utilities have shouldered significant expenditures in hardening and
resiliency, not only because of the sheer number of residential and commercial customers served,
but also because of their service to major refineries, pipeline and port terminals, and hurricane
evacuation routes. Southern Company, as the parent of Alabama Power, Georgia Power, Gulf
Power, and Mississippi Power, is the largest investor-owned utility in the region and provides
service to a large number of customers in a wide geographic area. Entergy, with its Arkansas,
Gulf States, Louisiana, and New Orleans operating affiliates, is another strong presence in the
region. A number of major investor-owned utilities also operate in Florida and Texas, however,
and there are significant swaths of the region that are served by cooperatives and municipal
utilities (pale yellow areas in Figure 15).

Figure 15. Major Electric Utilities in the Gulf and Southeast
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Because the United States enjoys considerable excess capacity in power generation, the loss of
one or two large power plants does not necessarily black out thousands of customers or major
petroleum facilities. The generation of power is also not the link in the electrical supply that is
most vulnerable to storm damage. Rather, the electricity infrastructure most often damaged by
hurricanes is the transmission and distribution (T&D) grid. Transmission lines deliver high
voltage bulk electricity from the generation source to substations, where the voltage is stepped
down for delivery along distribution lines to commercial and residential customers. Although
storm-related outages do occur on transmission systems, about 90 percent of outages during a
storm event occur along distribution systems.'%°

Impetus from Public Utility Commissions

Since 2005, State public utility commissions (PUCs) have issued rulemakings and/or regulatory
activities related to storm hardening. Many of the T&D hardening and resiliency initiatives
taken on by utilities have been in response to such regulation. The PUCs can also authorize
inclusion of hardening and resiliency costs in the utilities’ rate base. Specific initiatives include
the following:

» Florida Public Service Commission (FPSC) initiated studies on the extent of the damage
from the 2004-2005 hurricanes; introduced formal requirements for utilities to report
annually on reliability and storm hardening; implemented a formal electric utility pole
inspection program; funded university research on extreme wind damage; issued
rulemakings; and published vegetation management best practices among storm hardening
initiatives.™

 Louisiana Public Service Commission (LPSC) opened three dockets dealing with
infrastructure hardening, undergrounding of existing overhead lines, and rate recovery from
Hurricanes Gustav and Ike.'*!

« Public Utility Commission of Texas (PUCT) has issued at least eight rulemakings related to
storm hardening — of which five remain open — on central office emergency power and
electric facilities in floodplains; reliability and continuity of service; infrastructure
improvements; and maintenance reports. **2

In their published material, these public utility commissions combine both hardening and
resiliency activities under the single rubric of “storm hardening.” This study differentiates storm
hardening from infrastructure resiliency, as outlined in the Definitions section.

% EEI. Underground vs. Overhead Distribution Wires — Issues to Consider.
http://www.eei.org/ourissues/electricitydistribution/Documents/UnderVSOver.pdf, accessed May 12, 2010.

10 FpSC Storm Hardening Activities, http://www.floridapsc.com/utilities/electricgas/eiproject/, accessed June 10,
2010.

1 PSC Docket Search Page, Docket No. R-30821, R-30820, and U-31075.
https://p8.1psc.org/Workplace/Search.jsp, accessed June 10, 2010.

12 PUCT Rulemakings 34495, 34737, 37387, 37472, and 37475, http://www.puc.state.tx.us/rules/rulemake/,
accessed June 10, 2010.
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Electricity T&D Hardening

The first characteristic one should examine when considering storm hardening in the electricity
sector is the increasing age of the T&D assets, which makes them more susceptible than newer
assets to damage by hurricane winds and flooding. Another important consideration is that
unlike downstream petroleum assets, which are discrete and limited in number, utility T&D
assets are distributed throughout a wide geographic area.

To harden electricity infrastructure, utilities have made physical and structural improvements to
lines, poles, towers, substations, and supporting facilities in order to make them less vulnerable
to the damaging effects of hurricane winds and flooding, as well as to counteract the effects of an
aging system. Specific hardening actions include:

* Wind Protection

- Upgrading damaged poles and structures

- Strengthening poles with guy wires

- Burying power lines underground
» Flood Protection

- Elevating substations/control rooms

- Relocating/constructing new lines and facilities
* Modernization

- Installing asset tools and databases

- Deploying sensors and control technology

Wind Protection

Hurricane-force winds can cause extensive damage to electric utility T&D infrastructure, both
directly and indirectly through damage to trees (see Table 5). In fact, wind damage poses a
greater threat to electrical assets than flooding does. Storm surge and flooding can damage
substations and control rooms whereas extreme winds can break and topple T&D poles and lines.
Thousands of poles are widely dispersed to enable utilities to serve the region whereas only a
few dozen substations and control rooms are located in flood-prone areas.

Table 5. Saffir-Simpson Hurricane Winds and Selected Impacts

Category | Winds Impact to Trees Impacts to Power Lines
74-95 Large branches of trees will snap Extensive damage to power lines and
1 moh and shallow rooted trees can be poles will likely result in power outages
P toppled. that could last a few to several days.
96-110 |Many shallowly rooted trees will be | Near-total power loss is expected with
2 mbh shapped or uprooted and block outages that could last from several days
P numerous roads. to weeks.
. Electricity will be unavailable for several
111-130 |Many trees will be snapped or
3 mph uprooted, blocking numerous roads. ggg:etg a few weeks after the storm
4 131-155 |Most trees will be snapped or Power outages will last for weeks to
mph uprooted and power poles downed. |possibly months.
5 > 155 |Nearly all trees will be snapped or Power outages will last for weeks to
mph uprooted and power poles downed. |possibly months.

Source: NOAA, National Weather Service, National Hurricane Center, http://www.nhc.noaa.gov/pdf/sshws_table.pdf, accessed

May 22, 2010.
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The Saffir-Simpson Hurricane Wind Scale is a 1 to 5 categorization based on a hurricane's
intensity. The scale provides examples of the type of damage and impacts associated with winds
of the indicated intensity. In general, damage rises by about a factor of four for every category
increase.™

As shown in the table, hurricane-force winds can bend and topple T&D poles and structures.
When poles are bent but still in working order, linemen will generally straighten rather than
replace the poles. Following a hurricane, many more poles are usually straightened than
replaced. Damaged poles may be replaced with wood or upgraded to stronger materials. Utility
poles on Galveston demonstrated the value of alternative materials during Hurricane ke when
none ofltHe concrete poles were downed but all the wood poles on a bridge between islands were
broken.

Upgrading Damaged Poles and Structures

The most common hardening practice for electric T&D systems is upgrading poles and structures
with stronger materials. All of the utilities interviewed for this study identified pole upgrades as
their primary hardening strategy. For distribution systems, this usually involves upgrading
wooden poles to concrete, steel, or a composite material, and installing guys and other structural
supports. Transmission structures are typically upgraded from aluminum to galvanized steel
lattice or concrete.

Materials are typically upgraded to meet certain grade and wind loading criteria as defined by
IEEE’s National Electrical Safety Code (NESC)."™® The NESC contains a set of standards that
provides consistency and safety to the design, construction, and operation of electric supply lines
and associated equipment. The NESC specifies three grades for pole material strength: Grades
B, C, and N, of which B is the highest (see Table 6). As written, the NESC standards are
voluntary; however, some PUCs require utilities under their jurisdiction to adhere to specific
standards when upgrading utility poles.

Table 6. NESC Utility Pole Grades

Grade Description
More conservative installation with higher safety factors and lower potential load applied to the
B structure. Highest grade typically corresponds to crossings (highway and railroad) and lines

carrying variable voltage levels.

Less conservative installation with a lower safety factor and higher potential load applied to the
C structure. Lower than Grade B and typical for power or joint telecommunications/power
distribution pole applications.

N Lowest grade of construction; typically used in telecommunication applications.

Source: Institute of Electrical and Electronics Engineers (IEEE), National Electrical Safety Codes (NESC), August 2006,
http://standards.ieee.org/nesc/, accessed May 22, 2010.

3 NOAA, http://www.nhc.noaa.gov/sshws.shtml, accessed July 2010

1 Wolf, G., “Let the Rebuild Begin,” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_transmission/let_rebuild begin_1208/index2.html, accessed May 22, 2010.

15 Institute of Electrical and Electronics Engineers (IEEE), National Electrical Safety Codes (NESC), August 20086,
http://standards.ieee.org/nesc/, accessed June 26, 2010.
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The NESC also defines extreme wind loading criteria applicable to structures higher than 60 feet,
based on a map of local wind loads (see Figure 16). There is no consistent wind loading applied
universally. For the Gulf Coast region, wind loads range from 120 mph inland to 150 mph near
the coast. Some utilities have independently chosen to upgrade to specific NESC wind loading
standards. For example, Entergy Louisiana requires that all new transmission lines be able to
withstand 150 mph wind in the coastal tip of the State and 140 mph further inland.**

Figure 16. Extreme Wind Loading on the U.S. Southeast Coastline

100(45) 130(58)
110(49) 120(54)

Notes:

1. Values are nominal design 3-second
gust wind speeds in miles per hour
{m/fs) at 33 ft (10 m) above ground
for Exposure C category.

2. Linearinterpolation between wind
contours is permitted

3. Islands and coastal areas outside the
last contour shall use the last wind
speed contour ofthe coastal area.

4. Mountainousterrain, gorges, ocean
promontories, and special wind
regions shall be examined for
unusual wind conditions.

Source: ASCE 7-05, Minimum Design Loads for Buildings and Other Structures, ASCE Publications, Reston, VA, 2005.

1181 PSC Docket Search Page. Docket No. R-30820. https:/p8.Ipsc.org/Workplace/Search.jsp, accessed June 10,
2010.
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The PUCT has recommended that all new and replacement transmission structures installed
within ten miles of the Texas coastline be designed to meet the current NESC wind loading
standards, assuming a maximum wind speed of 140 mph. The Commission is considering
extending this standard to all permanent new and replacement structures installed within 50
miles of the Texas coastline.™’

The FPSC requires that all new and replacement poles be constructed to Grade B requirements.
In 2008 alone, compliance with this requirement affected the replacement of thousands of T&D
poles (see Table 7).

Table 7. Florida Utility Compliance with NESC Criteria in 2008

Utility Replaced With
Florida Power & Light 18,000 distribution poles steel or concrete poles
866 distribution poles
1,096 transmission poles
650 structure replacements steel or concrete poles
139 sets of insulators polymer insulators

Sources: Florida Power & Light, Progress Energy, and Tampa Electric Progress Distribution Reliability Reports 2008,
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.

Progress Energy steel or concrete poles

Tampa Electric

Such efforts require significant investment. Tampa Electric’s 2008 pole upgrades, for example
were budgeted at $12.3 million. For 2009, Tampa Electric budgeted $10.7 million to replace 584
structures with steel or concrete poles, and 99 sets of insulators with polymer replacements.**®

Figure 17. Distribution

Strengthening Poles with Guy Wires Pole with Guy Wires

Strengthening poles and towers by installing guy wires and
upgrading crossarm materials is another common hardening e
method. Adding guy wires can increase the strength of a pole B 73
without the need for full pole replacement (see Figure 17). 1
Upgrading crossarm material allows for the strengthening of
a structure with minimal material replacement.

There are no specific standards outlined for guying poles.
Industry practices are:

as

+ Transmission towers: a minimum of two to four Source: OSHA. _
anchors/guys http.//wvv_w.osha.q_ov/_SLT_C/etooIs/eIec_trl
c S . c_power/images/distribution_system_line

+ Distribution poles: two anchors sipg. Accessed May 14, 2010.

W PUCT. Project NO 32182. “PUC Investigation of Methods to Improve Electric and Telecommunications
Infrastructure to Minimize Long Term Outages and Restoration Costs Associated with Gulf Coast Hurricanes.”
Final Staff Report. August 11, 2006. http://www.puc.state.tx.us/electric/reports/32182/32182.pdf, accessed June 10,
2010.

18 Florida PSC, “Report to the Legislature on Enhancing the Reliability of Florida’s Distribution and Transmission
Grids During Extreme Weather (Update to July 2007 Report),” July 2008,
http://www.floridapsc.com/utilities/electricgas/eiproject/, accessed June 10, 2010.

9 TECO Distribution Reliability Report 2008.
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
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T&D poles subject to storm surges and flooding require guying. Costs and procedures for
installing guy wires vary according to the height of the pole or structure, soil characteristics,
assembly configuration, and design wind speed. For example, if lines pass through marshes, it
may be necessary to dig as much as 100 feet deep to install anchors for the guy wires,
substantially increasing cost. The most expensive guying involves pole installation in sand and
silt soils.

Company interviews revealed typical guying costs of $600 and $1,900 per pole. Guying for
extreme winds can as much as double those costs to $1,500 — $3,100 per pole.

Gulf Power’s two priority hardening activities in 2008 included installing guys on H-frame
structures and replacing wooden cross arms with steel cross arms on transmission structures.
Over 300 Gulf Power structures were hardened in 2008 at a cost of $600,000.'?° The Florida
Public Utilities Company requires storm guys or bracing for additional support on lines that are
located near the coast or inland waterways and are subject to storm surges or flooding.*?

Burying Power Lines Underground

Placing utility lines underground eliminates their susceptibility to lightning and wind damage.
Underground utility lines present significant challenges, however, including additional repair
time and much higher installation and repair costs (see case study, below). Investor-owned
utilities in North Carolina compared five years of underground and overhead reliability data, and
found that the frequency of outages on underground systems was 50% less than for overhead
systems, but the average duration of an underground outage was 58% longer.'??

Perhaps the most important issue for coastal Figure 18. Underwater Cable
regions is that underground wires are more Crossing Exposed

susceptible to damage from storm surge flooding :

than overhead wires. For example, frequent and
prolonged flooding in 2004 and 2005 resulted in
water intrusion and corrosion to Progress
Energy’s underground equipment in Florida.

=u

123

Gulf Power reported in 2005 that some of its
underground assets in coastal communities were — =

. Source: Gulf Power Company, Electric Infrastructure
washed out to sea (see Figure 18). On the Workshop, January 23, 2006 presentation,
Alabama coast, Hurricane Ivan’s storm surge http://www.floridapsc.com/utilities/electricgas/ElProject/
and wave action physically uncovered and docs/GulfPower.ppt, accessed June 10, 2010.

0

120 Gulf Power Distribution Reliability Report 2008, p.21.
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
121 FPUC Distribution Reliability Report 2008.
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
122 3CE&G, http://www.sceg.com/NR/rdonlyres/465E6534-2FFB-4069-BF84-
81465AEEF887/0/%20Undergroundvs.pdf, accessed May 14, 2010.

123 progress Energy Storm Hardening Plan, May 7, 2007,
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
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destroyed miles of underground lines in 2004, and as a result, some locations remained without
power for more than a year.'*

Case Study: Louisiana Utilities Unlikely to Bury Power Lines

The drawbacks and costs of undergrounding power lines exceeded the benefits for Louisiana
utilities susceptible to tidal surges and flooding.

» Lower right-of-way maintenance (vegetation management) costs
» Better visual aesthetics
» Better reliability during severe weather (high winds, lightning)
» Fewer momentary interruptions
Reduced storm damage from broken poles, downed lines, airborne debris
* Reduced accidents from vehicles hitting poles
» Traffic disruption from installation trenching and/or boring under roads
* Need for oil or gas coolants to insulate cables and circulating pumping stations
* Need for burying co-located utilities (cable TV, telephone, Internet)

Benefits

Longer duration of outages than for overhead lines
Greater susceptibility to tidal surges, flooding, and saltwater contamination
Greater susceptibility to damage during recovery for pad-mounted transformers
« Greater susceptibility to outages from digging for equipment and cables
e More complicated inspections
* Lower system-life expectancy
» Costs to customer for meter conversion
* Overhead system becomes stranded asset
» 5-10 times the cost of overhead lines for larger distribution lines
¢ $0.5-2.0 million per mile installed, plus coolants and pumping stations
e $1,500-4,500 per customer conversion

Source: LPSC Docket Search Page. Docket No. R-30821. https://p8.Ipsc.org/\Workplace/Search.jsp, accessed June 10, 2010.

Drawbacks

Costs

There is no precise cost per mile for undergrounding wires; every construction project is unique
because load, number of customers served, and construction parameters can vary widely. There
are hidden costs, (e.g., customer meter conversions, coolants and pumping stations). However,
company interviews indicate that burying overhead wires costs between $500,000 and $2 million
per mile, plus expenses for coolants and pumping stations. One Texas utility, Southwestern
Electric Power Company, estimated a 79% premium for undergrounding, with the cost of
overhead wires at $250,000 per circuit mile and undergrounding at $447,200 per circuit mile.'?®

Flood Protection

Storm surge exerts pressure on everything in its path and causes soil erosion, especially around
solid objects. In coastal areas, breaking waves carry floating debris that can cause extensive
physical damage. With such destructive characteristics, storm surge presents many hazards to
utility T&D networks.

124 Rollins, M., “The Hardening of Utility Lines — Implications for Utility pole Design and Use,” presented at Utility
Pole Conference & Trade Show, October 10, 2007, Vancouver, WA,
http://www.woodpoles.org/documents/TheHardeningofUtilityL ines.doc, accessed June 10, 2010.

1251 PSC Docket Search Page. Docket No. R-30820. https://p8.Ipsc.org/Workplace/Search.jsp, accessed June 10,
2010.
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Unlike petroleum facilities, distributed utility T&D assets are not usually protected by berms or
levees. Itis far less expensive to replace damaged or destroyed substations and control rooms
than to build and maintain flood protection around each one. Facility replacement sometimes
involves rebuilding at an elevation above the storm surge levels or relocation to an area less
subject to flooding.

Elevating Substations and Control Rooms

Substations are an integral part of the utility distribution system. They are the hubs where
electricity from high-voltage transmission lines is stepped down to a voltage suitable for
commercial and residential use. They also serve to isolate faults in the distribution system and
provide voltage regulation.*®® The most prevalent cause of damage to substations in coastal
regions is flooding from storm surge.

During Hurricanes Katrina and Rita, low-lying power substations in Mississippi and Louisiana
suffered significant damage to controllers, switches, and other components due to storm surge
and waves (see Figure 19). A NIST report determined that even equipment that was pressure
washed with fresh water immediately after the storm would have to be replaced because
saltwater flooding promoted rapid corrosion of internal electrical components.*?’

One common hardening practice that utilities reported using to protect against storm surge is
elevating substations. As part of Southwest Louisiana Electric Membership Corporation’s
hardening plan, for example, three substations that were flooded by Hurricanes Rita and Ike were
elevated above the storm surge plus five feet, for a total of 13 feet above sea level (see Figure
20). The cost of elevating the three substations was estimated at $5.2 million. 2

Some State commissions have recommended construction guidelines for substations. For
example, the PUCT recommends that all electric utilities located within a 100-year floodplain
anywhere in the State design and construct all new substations so that the floor of the control
house and all water-sensitive components and operating equipment are above the elevation of
that 100-year floodplain.*?®

126 USDA, http://www.usda.gov/rus/electric/pubs/1724e300/1724e300.pdf, accessed May 14, 2010.

27 NIST, Performance of Physical Structures in Hurricane Katrina and Hurricane Rita: A Reconnaissance Report,
NIST Technical Note 1476, June 2006, http://www.bfrl.nist.gov/investigations/pubs/NIST TN_1476.pdf, accessed
April 22, 2010.

128 LPSC Docket No. U-31075, January 27, 2010,

https://p8.1psc.org/Workplace/Search.jsp, and “SLEMCO Engineers a New Approach to Protect Erath’s Substation,”
SLEMCO Power Jan-Feb 2010, http://www.slemco.com/pdf folder/magpdfs110/JF10PG7.PDF, accessed June 10,
2010.

129 pUCT, Project No 32182, “PUC Investigation of Methods to Improve Electric and Telecommunications
Infrastructure to Minimize Long Term Outages and Restoration Costs Associated with Gulf Coast Hurricanes,”
Final Staff Report, August 11, 2006, http://www.puc.state.tx.us/electric/reports/32182/32182.pdf, accessed June 10,
2010.
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Figure 19. Substation Damage in Figure 20. Elevated Substation in
Vermilion Parish, Louisiana Vermilion Parish, Louisiana
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Source: NIST, Performance of Physical Structures in A rrlit e o i n o O &NCO‘@?;I
Hurricane Katrina and Hurricane Rita: A Source SLEMCO Power Jan Feb 2010 “SLEMCO Engineers a
Reconnaissance Report, www.bfrl.nist.gov/ New Approach to Protect ERATH's Substation,”
investigations/pubs/NIST_TN_1476.pdf, accessed www.slemco.com/pdf_folder/magpdfs110/JF10PG7.PDF,

June 26, 2010. accessed June 26, 2010.

In order to determine how high to elevate substations, control rooms, and other critical assets,
utilities often use the Seas and Lakes Overland Surges (SLOSH) model developed by
NOAA/NHC. SLOSH is a computerized model that estimates storm surge heights and winds
resulting from historical, hypothetical, or predicted hurricanes.**

A number of substations along the Gulf Coast have been elevated 25 feet based on SLOSH
predictions for Category 3 hurricanes. Because Category 4 and 5 hurricanes are relatively rare,
the costs of elevating coastal substations to withstand those events often outweigh the potential
benefits. For that reason, a number of utilities have decided not to elevate substations to that
level, opting instead to invest in spare equipment to address that risk. In cases where elevating is
not feasible, a few utilities have installed cement walls or earthen levees to protect from
flooding. Other utilities have required that new substations be constructed in areas that are not
located in flood zones.

Relocating and Constructing Lines and Facilities

Emergency operations centers, distribution or energy delivery operations centers, and
communications and IT facilities are critical components of any electrical supply system, and
utilities have taken measures to harden these resources. In some cases, utilities have relocated
critical facilities away from flood-prone areas. Other hardening practices include strengthening
the existing buildings that contain vulnerable equipment and moving equipment to upper floors
where it will not be damaged in the event of a flood. Ultilities have also mounted re-closers,
capacitors, or regulators that require electronic controls above maximum anticipated surge or
flood levels along T&D lines.™*

30 NOAA/NHC, Hurricane Preparedness, SLOSH Model,
http://www.nhc.noaa.gov/HAW?2/english/surge/slosh.shtml, accessed June 10, 2010.

BLEpUC Distribution Reliability Report 2008,
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
Reclosers are protective devices that interrupt the current when a fault is sensed.
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Hurricane Katrina destroyed 120,000 square feet of Southern Company office space near
Gulfport, Mississippi, including the storm center located at Plant Watson. Southern redesigned,
rebuilt, and constructed its new Corporate Storm Center in a secure location 10 miles inland and
at a higher elevation above sea level. The facility has the capability to withstand 200 mph winds
and has its own backup generation system and additional workstations. It also features state-of-
the-art electronics to enhance the ability to track storms, facilitate system restoration efforts, and
improve communications both internally and externally.**?

Hurricane Katrina also flooded Southern’s Alabama Power Distribution Operations Center in
Mobile, Alabama. The Emergency Operations Center was on the fourth floor, but the 12-foot
surge that flooded the building knocked out the backup generator and activated the fire alarm,
causing staff evacuation. Southern decided to construct a new state-of-the-art Distribution
Operations Center in West Mobile, 15 miles inland and 202 feet above sea level. The new
11,000-square-foot building is constructed of concrete blocks, has a roof able to withstand
Category 3 winds, and is self-sufficient.**

Entergy was required to move its energy delivery operations to Clinton, Mississippi after its
headquarters in New Orleans were flooded during Hurricane Katrina. Entergy decided to
consolidate its operational structure in Jackson, Mississippi where the company constructed a
new Operations Complex for more than $25 million. The new facility incorporates Entergy’s
storm response command center, transmission, and nuclear business, and was completed in
2009."** Also in 2009, Entergy completed a program to install automatic failover capabilities at
its control centers. With this new feature, if a hurricane takes a control center out of service,
functionlsggvill transfer to another control center so that all operating data are recovered

quickly.

Modernization

The electricity T&D system is aging and investment in new construction was declining for
decades. Construction of new electric transmission facilities decreased by about 30 percent
between 1975 and 2000 as annual investment in new transmission facilities declined.**® In
addition, many utilities have transformer assets that are 40 to 50 years old, which is an age at
which failures begin to increase rapidly.**’

132 “Mississippi Power moves critical functions to safer location,” News Release, May 22, 2007, http://pressroom-

publisher.southerncompany.com/mpc/mpc21.html, accessed May 22, 2010.

133 Davis, C. and B. Holley, “Shelter from the Storms,” Transmission & Distribution World, Sep 1, 2008,
http://tdworld.com/overhead_distribution/shelter_storms_alabama/index.html, accessed May 22, 2010.

B34 Northway, Wally, “New Entergy complex designed to 'better meet' commitments,” Mississippi Business Journal,
Nov 19, 2007, http://findarticles.com/p/articles/mi_ga5277/is_200711/ai_n21274289/, accessed April 22, 2010.
35 Mc Culla, M. and Cassingham, P, “LightsOn: AFTER THE STORM,” Electric Energy Online.htm, April 22,
2010, http://www.electricenergyonline.com/?page=show_article&mag==&article=488, accessed May 4, 2010
3¢ DeMarco, C., “Trends in Electrical Transmission and Distribution Technology, PSERC, February 2006,
http://www.mrec.org/pubs/06%20MREC%20DeMarco%20PSERC.pdf, p. 12, accessed June 28, 2010.
B3"“Managing Aged Transformers,” Transmission & Distribution World, July 1, 2005,
http://tdworld.com/substations/power_managing_aged_transformers/, accessed June 28, 2010.
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After 2000, the trend reversed and investment in transmission infrastructure began increasing in
response to reliability and generator interconnection requirements, and several landmark
developments in Federal and State policies (e.g., Energy Policy Act of 2005, State renewable
portfolio standards, Federal transmission pricing policy, and Federal initiatives promoting
transmission Smart Grid development under the American Recovery and Reinvestment Act).
From 2001 to 2008, Edison Electric Institute members invested nearly $57.5 billion in
transmission infrastructure improvements. The Southern Company, Oncor, and Progress have
invested $4 billion, $2.5 billion, and $1.6 billion, respectively over the same period. Their
collective investment represents 14 percent of the total identified. In fact, the Southern Company
reported the second largest investment of all companies surveyed.'*®

Utilities in the Southeast and Gulf Coast are investing in new technologies aimed at modernizing
their T&D grid, such as improved SCADA systems, Phasor Measurement Units, and advanced
switching mechanisms to self-diagnose and repair problems and promote greater efficiency of
the grid.

Installing Asset Tools and Databases

Electric utilities rely on complex IT and communications systems to monitor and control their
T&D grid. These systems operate continuously and play a key role in hurricane response and
recovery by enabling utility controllers to identify damaged assets and dispatch repair crews
quickly and efficiently. Technologies include SCADA systems, substation automation,
automated mapping and facilities management, and geographic information systems (GIS).

SCADA systems consist of computer networks that are used to control and monitor power grids,
using remote terminal units (RTUs) to collect data from geographically dispersed equipment
such as transformers and substations. The RTUs employ a variety of communications
technologies to transfer information from the remote location to a control center, including wired
networks, wireless cellular networks, Internet communications, microwaves, fiber optic cable,
and satellite. Several utilities have even installed private telephone systems with high-speed
switching and automatic fault recovery capabilities.**® Equipment in the field can then be
controlled remotely. Traditional SCADA systems (that could control substations and selected
distribution automation devices) were early Smart Grid technologies. Advances in SCADA
techno!%]y are one of the key components in the effort to create a Smart Grid in the United
States.

Substation automation uses computer-based control and monitoring technology to create highly
reliable, self-healing power systems that can rapidly respond to real-time events.*** They can

138 Edison Electric Institute, “Transmission Projects: At A Glance,” February 2010,
http://www.eei.org/OURISSUES/ELECTRICITYTRANSMISSION/Pages/TransmissionProjectsAt.aspx, accessed
July 1, 2010.

139 A Brief History of Electric Utility Automation Systems, Electric Energy Online
http://www.electricenergyonline.com/?page=show_article&mag=63&article=491, accessed June 10, 2010.
10'Meehan, B., “Enterprise GIS and the Smart Electric Grid,” ESRI, http://www.esri.com/library/articles/enterprise-
seq.pdf, accessed July 1, 2010.

141 Broadband and Wireless Networking Laboratory, Substation Automation,
http://www.ece.gatech.edu/research/labs/bwn/substation/, accessed June 10, 2010.
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work in combination with SCADA systems or independently. Recent developments in
communication technologies have enabled cost-effective remote-control systems which have the
capability of monitoring the real-time operating conditions and performances of substations.
Many systems use hybrid communications networks that include Internet and wireless networks
to reduce cost and increase reliability for substation automation applications.

Automated Mapping and Facilities Management (AM/FM) involves the use of Computer Aided
Design (CAD) and GIS software to automate the mapping of assets and facilities and aid in the
management of those facilities. A key advantage of this technology is the ability to share maps
easily between utilities and Federal and State agencies.'** After Hurricane Rita, Entergy Texas
upgraded the AM/FM system used in its Distribution Operations Center in Beaumont. The
system now provides instant information regarding the status of equipment throughout Southeast
Texas.1 43nggrades included improvements to the system used to dispatch workers when outages
occur.

As Hurricane Ike approached the Texas coast, CenterPoint Energy used GIS-based damage
prediction models to approximate how many customers would lose power, what the
infrastructure damage would be, and how quickly repairs could be made. They placed supply
orders based on predicted damages so crews would be fully stocked and ready to make repairs
once the storm subsided. Since the damage model warned that Galveston Island would soon be
under water, CenterPoint pulled supplies from the area and relocated crews. After the storm,
they used GIS to create maps of damaged areas and share the information with customers, media,
government, and support agencies.**

Deploying Sensors and Control Technology

New or upgraded technologies can harden transmission monitoring and control systems. The
North American SynchroPhasor Initiative (NASPI) — a consortium of DOE/OE, the North
American Electric Reliability Corporation (NERC), national laboratories, and utilities — is
working to advance the deployment and use of networked synchrophasors or Phasor
Measurement Units (PMUs) and the sharing of their data.’*> PMUs are remote real-time sensing
devices that measure voltage, current, and frequency on an electricity grid to determine the
health of the system. They are used in conjunction with SCADA systems and provide a number
of advantages. PMUs include GIS devices that are time-synchronized with frequency
measurements of up to 30 samples per second, providing real-time, geographically relevant
information. The typical SCADA system has a sampling rate of once every few seconds, and is
not usually G1S-enabled.

The installation of intelligent control devices such as PMUs can help keep systems in balance
during times of system problems, damage, and interruptions. Investments in automated

192 FedSoft, WHAT IS AM /FM? Automated Mapping and Facilities Management,
http://www.fedsoft.net/automatedmapping.htm#OVERVIEW, accessed June 27, 2010.

3 Entergy, Entergy Texas Ready for 2006 Hurricane Season, http://www-
temp.entergy.com/News_Room/newsrelease.aspx?NR_1D=842, accessed June 27, 2010.

144 ESRI, Utility Praised for Quick Response, Restoration after Hurricane Ike, press release, August 3, 2009,
http://www.esri.com/news/releases/09_3qtr/hurricane.html, accessed June 27, 2010.

145 North American SynchroPhasor Initiative, http://www.naspi.org/, accessed May 17, 2010.

OE/ISER Final Report 8/16/10 54


https://www.mypoints.com/emp/u/infospaceClick.do?type=1&t=wsclick%3A%2F%2Fclickserver%2F_iceUrlFlag%3D1%3FrawURL%3Dhttp%253A%252F%252Fwww.nerc.com%252F%260%3D%261%3D0%264%3D67.63.58.255%265%3D71.38.223.91%269%3De12d2ba90002448a86deea5bc615cb01%2610%3D1%2611%3Dmypoints.feed.tbar3%2613%3Dsearch%2614%3D239138%2615%3Dmain-title%2617%3D4%2618%3D1%2619%3D0%2620%3D3%2621%3D1%2622%3Dg3pX6FSEAHQ%253D%2640%3DpzR2HwwP0TooidNcNdZPOQ%253D%253D%26_IceUrl%3Dtrue&simp=576462029712449892
https://www.mypoints.com/emp/u/infospaceClick.do?type=1&t=wsclick%3A%2F%2Fclickserver%2F_iceUrlFlag%3D1%3FrawURL%3Dhttp%253A%252F%252Fwww.nerc.com%252F%260%3D%261%3D0%264%3D67.63.58.255%265%3D71.38.223.91%269%3De12d2ba90002448a86deea5bc615cb01%2610%3D1%2611%3Dmypoints.feed.tbar3%2613%3Dsearch%2614%3D239138%2615%3Dmain-title%2617%3D4%2618%3D1%2619%3D0%2620%3D3%2621%3D1%2622%3Dg3pX6FSEAHQ%253D%2640%3DpzR2HwwP0TooidNcNdZPOQ%253D%253D%26_IceUrl%3Dtrue&simp=576462029712449892
http://www.fedsoft.net/automatedmapping.htm#OVERVIEW
http://www-temp.entergy.com/News_Room/newsrelease.aspx?NR_ID=842
http://www-temp.entergy.com/News_Room/newsrelease.aspx?NR_ID=842
http://www.esri.com/news/releases/09_3qtr/hurricane.html
http://www.naspi.org/

metering, Smart Grid, and “intelligent grid” technologies can help companies quickly detect and
isolate specific areas of trouble. As a result, utilities are taking existing devices, such as
disturbance fault recorders and relays that have PMU functionality, and converting those to act
as PMUs. NASPI members have prepared resources that explain how to convert devices, how to
install a new PMU, and how to interconnect the devices. PMUs can provide improved system
restoration and event analysis during a major disturbance such as a hurricane. The following
case study addresses Entergy’s deployment of state-of-the-art sensors developed with OE
funding.

Case Study: Entergy Keeps Lights On with PMUs

During Hurricane Gustav in 2008, Entergy had 14 transmission lines out, a condition that created
a Baton Rouge-New Orleans electrical island for 33 hours (i.e., interconnection to the utility grid
was lost). During this period, Entergy was able to control the island’s frequency, balance three
large generating units, and maintain electric service to customers because of the 21 PMUs the
company had installed across a four-state area. PMUs identified and warned of islanding
conditions during emergencies and provided Entergy with insight into how to manage islands
and where else in the territory additional PMUs were needed. Entergy was unique in that no
other hurricane-impacted utility had experimented with PMUs. Entergy’s success with PMUs
during Gustav is viewed as replicable with other utilities in storm paths.

Source: DOE/OE, Transmission Reliability - More Information, http://www.oe.energy.gov/transmission_02.htm. Accessed May
7, 2010.

Electricity T&D Resiliency

Improving the resiliency of electricity infrastructure involves preparing T&D systems to
continue operating despite damage. Resiliency efforts also involve increasing a system’s ability
to return to normal operations rapidly if outages do occur. Resiliency measures may be general,
taking the form of best practices that apply to any hurricane, or they may be special measures
taken to prepare for a specific storm.

General Readiness

General readiness activities may occur before hurricane season or throughout the year. For
example, Gulf Coast and Southeast utilities perform annual updates to their hurricane
preparedness plans and train staff throughout the year. They follow standard cycles for
inspecting T&D poles and structures, for managing vegetation along rights-of-way, and for
participating in a number of mutual assistance groups. In addition, utilities that provide linemen
and tree trimmers to other utilities during emergencies will receive comparable assistance when
they need it.

Some general readiness efforts are regulated by PUCs and other State agencies. Florida and
Texas PUCs have required utilities to document their readiness activities (see Table 8). The
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PUCT issued its rulemaking on June 23, 2010 requiring all Texas utilities to update storm
hardening plans every five years and address distribution pole inspection and replacement.**®

This section addresses the general readiness efforts utilities undertake:

« Conducting hurricane preparedness planning and training
» Complying with inspection protocols

« Managing vegetation

« Participating in mutual assistance groups

» Purchasing or leasing mobile transformers and substations
* Procuring spare T&D equipment

Table 8. Year-Round Readiness Efforts

Update Emergency Operations Plan (EOP) regularly

Create a web-based EOP and roster for aligning skills during restoration

Enhance EOP training and drills

Planning
&Training

Update all information templates for storm restoration reporting

Train non-field personnel to handle logistics and customers

Implement distribution wood pole inspection program (with visual, sound/bore, or excavation audits
at regular intervals)

Conduct inspections on all transmission line poles
» Aerial patrol of system at least four times per year
« Walking, ground, and detailed climbing inspections at least once every six years

Inspecting
Poles

Perform vegetation management activities in multi-year cycles
+ Main feeders every three years

+ Laterals every six years

« Danger trees as soon as possible

Managing
Vegetation

Place facilities on public rights-of-way to secure private easements

Develop central database to manage/track logistic support, mutual aid crews

Request self-sufficient mutual aid crews

Computerize check-in/out procedures for restoration crews

utual Aid
Logistics

Identify new staging areas and pre-stage logistics before hurricane landfall

M
&

Work with cities and counties to convey accurate information and improve public perception

Sources: Adapted from CenterPoint: submitted 1/17/2006,
http://interchange.puc.state.tx.us/\WebApp/Interchange/Documents/32182_7_500961.PDF, TXU: submitted 1/17/2006,
http://interchange.puc.state.tx.us/\WebApp/Interchange/Documents/32182_11 501083.PDF, AEP: submitted 1/17/2006,
http://interchange.puc.state.tx.us/\WebApp/Interchange/Documents/32182_12 501105.PDF, Entergy: submitted 1/17/20086,
http://interchange.puc.state.tx.us/\WebApp/Interchange/Documents/32182 13 501108.PDF, FPUC Distribution Reliability
Report 2008. http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, Florida PSC, Report to
the Legislature on Enhancing the Reliability of Florida’s Distribution and Transmission Grids During Extreme Weather (Update
to July 2007 Report), July 2008, http://www.floridapsc.com/utilities/electricgas/eiproject/docs/AddendumSHLegislature.pdf,
Florida PSC, Order No. PSC-06-0351-PAA-EI, April 25, 2006. http://www.psc.state.fl.us/library/filings/06%5C03645-
06%5C03645-06.PDF, accessed December 2009.

Y8 PUCT Rulemaking, Project 37475, http://www.puc.state.tx.us/rules/rulemake/37475/37475adt.pdf, accessed July
1, 2010.
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Conducting Hurricane Preparedness Planning and Training

All utilities located in the Gulf Coast and Southeast perform annual reviews of their hurricane
preparedness plans, incorporating lessons learned from the prior year. In tabletop exercises and
simulations, personnel are trained to respond effectively. These exercises are normally
scheduled in May, preceding hurricane season (see case study).

Case Study: FPL Simulates Planning and Response to Virtual Hurricane

Employees from across the company recently participated in the annual hurricane drill to
practice Florida Power & Light's emergency response plan, which includes tracking outages,
assessing damage, communicating with customers and employees, and initiating service

restoration. Throughout the simulation, FPL tested its storm plans and tactics, applying lessons
learned from previous hurricanes and other extreme weather events.

Source: “FPL Simulates Planning and Response to Virtual Hurricane Ari in Preparation for 2010 Storm Season,” Wall Street
Journal, http://www.marketwatch.com/story/fpl-simulates-planning-and-response-to-virtual-hurricane-ari-in-preparation-for-
2010-storm-season-2010-05-072reflink=MW _news_stmp, accessed May 10, 2010.

Complying with Inspection Protocols

Figure 21. Wood Pole Being
Inspecting distribution poles and transmission structures Sounded

are the most common resiliency activities. They are
performed both year round and in preparation for
particular storms. Pole inspections are a type of
preventative maintenance. They maximize T&D asset life,
gather the information necessary to manage and prioritize
asset needs and resources, and minimize unscheduled or
emergency maintenance of poles or the lines they support.

Wooden distribution poles are visually inspected for rot,
ground line decay, and insect or woodpecker damage. If
there are no visual signs of pole decomposition, then the
pole may be sounded and bored. Sounding the pole
involves knocking the pole with a hammer while listening
and feeling for less obvious defects such as above ground
voids caused by decay, loose shell, or overhead hardware
that has loosened (see Figure 21). Boring uses a bit or
increment borer to probe areas identified as suspect . : ; %
through sounding and visual inspection. Source: Pole Maintenance Company, Pole.
Inspection Method,

Transmission lines can be inspected visually, from vehicle | htte://www.pmepole.com/documents/inspectio
or aircraft, or by climbing the structures. Some State nimethods.aspx, accessed April 12, 2010,
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PUCs have instituted mandatory inspection cycles for transmission circuits. FPSC requires each
investor-owned utility to inspect their entire transmission system on a six-year cycle.**’
CenterPoint Energy instituted a proactive five-year inspection and maintenance cycle for all
transmission circuits, a ten-year wood pole treatment cycle, and a galvanized steel painting
program to prevent corrosion on steel structures.*®

Utilities are increasingly using infrared technology to scan and identify problems with
transmission lines and other electrical equipment. When components of electrical systems begin
to fail, a common symptom is a significant temperature difference between ailing components
and their surroundings. Infrared scanning equipment mounted on vehicles or aircraft can detect
and record anomalies so they can be repaired before failure.'*

Managing Vegetation

The most effective storm-resiliency activity is widening transmission line rights-of-way. Even if
a structure is designed to withstand high wind speeds, it will not resist the impact force of a 3-ton
tree flying at 120 mph.*® Tree- and vegetation-related damage to power lines is the most
common cause of electricity outages.* Utility Vegetation Management Plans involve the
clearing of potentially damaging tree limbs and other vegetation from power line rights-of-way.
Although tree-related damage is more common for distribution lines, tree-related transmission
outages are also a regular event.

In 2006, NERC introduced the Transmission Vegetation Management Program, also known as
NERC Standard FAC-003-1. This standard aims to prevent tree-related outages by requiring
transmission owners to control vegetation growth in and around transmission rights-of-way, and
to report vegetation-related outages to their respective regional reliability organizations and to
NERC.™2 Transmission lines operated at 200kV or more are covered, as well as any lines of a
lower voltage that have been designated by the utilities as critical to the regional electrical
system. According to the standard, transmission owners must prepare and maintain a formal
transmission vegetation management program that identifies and documents the clearances
between supply lines and surrounding vegetation, taking into consideration factors such as

7 Florida PSC, Report to the Legislature on Enhancing the Reliability of Florida’s Distribution and Transmission
Grids During Extreme Weather (Update to July 2007 Report), July 2008,
http://www.floridapsc.com/utilities/electricgas/eiproject/docs/AddendumSHL egislature.pdf , accessed June 10,
2010.

8 pUCT, PUC Investigation of Methods to Improve Electric and Telecom Infrastructure that will Minimize Long
Term Outages and Restoration Costs Associated with Gulf Coast Hurricanes: Initial Comments of CenterPoint
Energy Houston Electric, LLC, January 17,2006.
http://interchange.puc.state.tx.us/WWebApp/Interchange/Documents/32182 7 500961.PDF, accessed June 10, 2010.
9 ThermoVision Infrared, Scanning Service: Prevent electrical system failures before they happen,
http://www.les.com/pdf/ThermoVision.pdf, accessed April 12, 2010.

150 psc Docket Search Page, Docket No. R-30820, https://p8.Ipsc.org/Workplace/Search.jsp, accessed June 10,
2010.

L FERC Study. Utility Vegetation Management, http://www.ferc.gov/industries/electric/indus-
act/reliability/blackout/uvm-final-report.pdf, accessed July 1, 2010.

152 North American Electric Reliability Corporation, Standard FAC-003-1 — Transmission Vegetation Management
Program, http://www.nerc.com/files/FAC-003-1.pdf, accessed June 28, 2010.
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voltage, temperature, and wind. The program must also define a schedule for routine vegetation
inspections and abatement.

Under the reporting requirements of NERC Standard FAC-003-1, tree-related outages are
categorized by cause and are penalized accordingly:

« Category 1 outages are those caused by vegetation growing into lines from either inside or
outside the right-of-way.

« Category 2 outages are those caused by vegetation falling onto lines from within the right-of-
way.

« Category 3 outages are those caused by vegetation falling onto lines from outside the right-
of-way.

Because Category 1 and 2 outages are preventable, they are considered to be violations of NERC
Standard FAC-003-1. Category 3 outages are not considered to be violations of the standard.

In addition to adhering to NERC standards for transmission lines, electric utility companies work
year round to prevent tree-related damage to distribution lines, with special attention paid to
vulnerable corridors in the event of an approaching storm. FPSC requires all utilities to perform
vegetation management on a three-year cycle for all distribution systems.*** For example,
Florida Public Utilities Company practices a vegetation management plan that includes trimming
around main feeders every three years, around smaller circuits every six years, and addressing
specific tree hazards as soon as possible.**

Participating in Mutual Assistance Groups

The damage from a major hurricane is often too much for one utility to manage on its own. For
this reason, electric utilities have banded together to form mutual assistance groups through
which they work together to plan a coordinated response to electrical outages. In the face of a
storm or other emergency, personnel from unaffected areas mobilize immediately to assist in the
restoration effort of the affected area. With proper planning, the safety and communications
issues associated with the restoration effort, including guidelines and contingencies, have been
worked out before the onset of the emergency. Furthermore, these recovery plans often allow for
a decentralized chain of command, so that decisions can be made quickly by the authority with
the greatest situational awareness.

There are nine regional mutual assistance groups (RMAGS) in the United States (see Figure
22).°> RMAGs provide a forum to ensure safe, effective, and coordinated restoration efforts,
and establish additional guidelines that aid in the communication process, rapid mobilization and

153 Florida PSC, Order No. PSC-06-0351-PAA-EI, April 25, 2006.
http://www.psc.state.fl.us/library/filings/06%5C03645-06%5C03645-06.PDF, accessed June 10, 2010.

S FPUC Distribution Reliability Report 2008. Page 41.
http://www.psc.state.fl.us/utilities/electricgas/docs/2008DistributionReliabilityReport.pdf, accessed June 10, 2010.
155 ghaner, J., “Electric Sector Responses to Hurricanes RMAG Approach,” NARUC Critical Infrastructure
Committee, Feb. 11, 2009,
http://www.narucmeetings.org/Presentations/2nd%20Allegheny%20Power%20John%20Shaner%200n%20Electric
%20Sector%20Response%20and%20RMAGs.pdf, accessed June 12, 2010.
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response by qualified personnel, and
minimize misunderstanding before,
during, and after the assistance is
sent. Assistance is not, however,
limited by regional borders.
Through the coordination of the
Edison Electrical Institute, utilities
often assist in the restoration efforts
of other regions.

Emergency planners for Mississippi
Power assumed a direct hit three
days before Hurricane Katrina made
landfall. They began making
requests for personnel to aid in the
restoration. Because of existing
damage in Florida, however, and
because the storm threatened the
entire northern Gulf Coast, there was
a shortage of available linemen in the
region. With the help of RMAGs,

Figure 22. Regional Mutual Assistance Groups
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Note: This map is representational as most utilities belong to multiple
RMAGs.

Source: Adapted from AEP,
http://winupoh.org/events/event_details/2009/3-
27%20Nowak%20Presentation.pdf, accessed June 14, 2010.

however, 2,400 outside workers were in place and ready to begin work before the storm had
passed. Within seven days of the storm, 10,800 workers from 23 States and Canada were

assisting with the restoration effort.**®

Days before Hurricane Ike made landfall, CenterPoint Energy made a similar request for the help
of mutual assistance crews. After the storm, about 12,000 line mechanics, tree-trimmers, and
other personnel arrived in Houston, representing more than 70 companies from 30 States and
Canada. Participation in mutual assistance more than quadrupled the CenterPoint corps of 3,300

restoration workers.*®’

A growing concern among mutual assistance planners is the need for outside work crews to
arrive in an affected area with the supplies they need to be self-sufficient. The costs and logistics
of a restoration effort can be staggering. Work crews must be provided not only with the
equipment and materials they need to make repairs, but also with food, shelter, security, and
sanitation. Depending on the size and nature of the disaster, it may become difficult, if not
impossible, for the local utility to provide the basic necessities to its mutual assistance partners.
One company indicated that RMAG crews now plan to arrive in disaster areas fully equipped for

self-sufficiency.

156 Ball, B. “Rebuilding Electrical Infrastructure along the Gulf Coast: A Case Study.” The Bridge, Vol 36, No. 1.
National Academy of Engineering, March 2006, http://www.nae.edu/Publications/TheBridge/Archives/\/-36-
1TheAftermathofKatrina/RebuildingElectricallnfrastructurealongtheGulfCoastACaseStudy.aspx, accessed April 22,

2010.

B7TWolf, G., “Let the Rebuild Begin,” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_transmission/let_rebuild_begin_1208/index2.html, accessed May 22, 2010.
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Purchasing or Leasing Mobile Transformers and Substations

Mobile transformers and

substations can be used by Figure 23. Trailer-Mounted Mobile Substation
utilities to temporarily
replace substation
transformers in the low and
medium power range (10-
100 MVA) that are
damaged by a hurricane.
Mobile substations include
the trailer, switchgear, Source: power-technology.com, http://www.power-

breakers, emergency or technology.com/contractor_images/pauwels/5 Mobile-substation.jpg.
station power supply, a

compact high-power-density transformer, and enhanced cooling capability (see Figure 22). They
enable the temporary restoration of grid service by circumventing damaged substation
equipment, allowing time for repairs. Mobile transformers can be operational and restore the
flow of electricity in some cases within 12-24 hours.

Mobile transformer systems are too small to replace high-power transformers (> 100 MVA) and
are not suitable for specialized facilities that require guaranteed electric service to function.
Where disruption is prolonged due to equipment failure or total destruction, however, mobile
substations and transformers can play a critical role in reestablishing grid connection.**®

In preparation for a hurricane, mobile substations are placed in strategic locations near at-risk
substations, but far enough to avoid the same risks. This helps to reduce the time necessary for
deployment should a substation incur damage. Utilities reported having several mobile
substations in different voltages and sizes.

Procuring Spare T&D Equipment

As noted earlier, the costs of certain hardening activities — such as elevating substations or
undergrounding power lines — can sometimes outweigh the benefits. In addition to cost, practical
considerations may also preclude the use of a given hardening technique. Day-to-day operations
at a substation, for example, are much more difficult when the entire apparatus is raised 25 feet
off the ground. For situations like these, utilities can mitigate risk by arranging in advance for
spare equipment and materials, so that they are prepared to make rapid repairs when a hurricane
does hit.

As a resiliency measure, the procurement of spare equipment does not require utilities to rely
entirely on a cache of unused transformers, poles, and conductors. Many utilities have
agreements in place with manufacturers and suppliers of needed materials. In such “strategic
sourcing agreements” vendors may offer favorable pricing, performance measures, and volume,

%8 DOE/OE, Benefits of Using Mobile Transformers and Mobile Substations For Rapidly Restoring Electrical
Service. EPAct 1816, August 2006, http://www.oe.energy.gov/MTS_Report_to_Congress FINAL_73106.pdf,
accessed May 14, 2010.
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as well as guaranteed lead times, in return for the privilege of being the utility’s primary or
exclusive supplier of a particular material. For example, in Texas, Oncor Electric Delivery has
arrangements with Hubbell and S&C Electric Company for the delivery of emergency supplies,
some of which have been delivered overnight. Oncor also has an equipment agreement with
ABB/Power Partners, a vendor of single-phase pole-mounted transformers. Under this
agreement, the utility stores the spare transformers in its own facilities, but does not pay for them
until they need to be installed."*

During hurricane season, CenterPoint Energy keeps enough spare poles, spools of wire,
transformers, and other hardware on hand to keep repair crews supplied until orders from the
manufacturers can be delivered. The utility has arrangements with Thomas & Betts for
transmission structures, Southwire for conductor, Central Maloney for distribution transformers,
and Thomasson Lumber Co. for wood poles. On September 11, 2008, two days before
Hurricane Tke even made landfall, Southwire’s first truckload of wire left the plant. Southwire
has reported that to meet demand, it continued to ship cable every day until the end of
September. During that post-lke recovery period, Southwire shipped almost nine million feet
(over 1,700 miles) of cable.*®®

Redundant communications systems are also essential to ensuring continuity of operations in the
event that telecommunications utilities are off-line or power is lost after a storm. Some utilities
have expanded satellite communications capabilities with mobile satellite trailers that can be
deployed to field staging areas and include full capabilities for email, internet, outage
management systems, VOIP telephones, and portable and fixed satellite phones. Others have
redundant fiber optics. Southern Company has its own dedicated communications system,
SouthernLINC, built specifically to its own specifications. Some PUCs have designated specific
telecommunications standards in their States. For example, PUCT has recommended that all
Texas telecommunications utilities’ central offices in hurricane-prone areas should be capable of
full operation without interruption for at least 72 hours after loss of electric utility power.**

Storm-Specific Readiness
Readiness activities that take place in response to the approach of a specific storm include:

« Facilitating employee evacuation and reentry
« Securing emergency fuel contracts for vehicles and generators
« Supplying logistics to staging areas

9 Mining, J. and Chapman, R., “Mobilized for Battle,” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_distribution/mobilized for_battle 1208/?smte=wr, accessed May 4, 2010.

100" Wolf, G., “Let the Rebuild Begin,” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_transmission/let_rebuild begin_1208/index2.html, accessed May 22, 2010.

181 pUCT Project No 32182, “PUC Investigation of Methods to Improve Electric and Telecommunications
Infrastructure to Minimize Long Term Outages and Restoration Costs Associated with Gulf Coast Hurricanes,”
Final Staff Report. August 11, 2006. http://www.puc.state.tx.us/electric/reports/32182/32182.pdf , accessed June
10, 2010.
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Facilitating Employee Evacuation and Reentry

When an area has been evacuated for a hurricane, the first step in restoring power has to be
allowing essential personnel, especially utility repair crews, back into the damaged area.
Without an exemption from an evacuation order, restoration is delayed. Utilities work with local
government to secure exemptions from evacuation orders, so that restoration of damaged
systems can begin as soon as it is safe to re-enter an area. At least one major utility has signed
memoranda of understanding with city mayors in vulnerable areas to ensure that critical
employees have access to the areas where they are most needed in a restoration effort.

With proper planning, emergency permits or waivers from other types of regulation may also
help to speed recovery. For example, some utilities have sought waivers for the transportation of
fuel so that fuel for emergency generation and other uses can be brought into the affected area
quickly. After Hurricanes Gustav and Ike hit the Entergy service area in rapid succession, the
company was able to obtain special highway permits to allow the after-dark transportation of
oversized loads of steel tubing to repair lattice towers.™®® Utilities affected by Katrina obtained a
waiver from FERC that exempted them from reporting requirements, enabling them to focus
more fully on the restoration efforts.'®®

Obtaining exemptions, permits, and waivers typically involves a great deal of time and
paperwork. Oftentimes, they cannot be executed quickly enough to be of any practical value in
an emergency situation unless the process is started well before the emergency begins. Utilities
are more likely to find such tools useful if they have become familiar with the procedures,
paperwork, and contacts before the event of an emergency.

Securing Emergency Fuel Contracts for Vehicles and Generators

The availability of vehicle fuel is a major concern for companies restoring electricity during an
outage. During Hurricane Katrina, the average daily fuel consumption by utilities in the region
was about 80,000 gallons, and the peak one-day consumption was more than 110,000 gallons.*®*
Fuel may become scarce during energy emergencies, though, and if it does, wholesalers may go
on allocation. When a wholesaler is on allocation, it will not sell fuel to a customer who does
not have a pre-existing purchasing contract, so utilities that have purchasing contracts in place in
advance of the hurricane season are less likely to run into fuel shortages during their restoration
efforts.

Most of the companies reported having fuel contracts in place to supply emergency vehicles and
small portable generators necessary to power some basic operations and IT sites. At least one
company reported that its emergency plans arrange for skid tanks — portable fuel tanks used for
refueling vehicles — to be delivered to pre-determined locations following a storm.

162 Wolf, G., “Let the Rebuild Begin.” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_transmission/let_rebuild begin_1208/index2.html, accessed May 22, 2010.

163 Ball, B., “Rebuilding Electrical Infrastructure along the Gulf Coast: A Case Study.” The Bridge, Vol 36, No. 1.
National Academy of Engineering, March 2006, http://www.nae.edu/Publications/TheBridge/Archives/\/-36-
1TheAftermathofKatrina/RebuildingElectricallnfrastructurealongtheGulfCoastACaseStudy.aspx, accessed April 22,
2010.

1% Ibid.
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Supplying Logistics to Staging Areas

By necessity, electric utilities’ hurricane preparedness plans include provisions for creating
staging areas for the restoration effort. Staging areas provide work crews with a base of
operations, and they are typically set up near affected infrastructure. It is in a staging area that
personnel obtain supplies, maps to work sites, vehicle fuel (generally stored in skid tanks),
meals, showers, and other basic necessities. Staging areas may also offer computer, Internet, and
other communications equipment and capabilities.'®®

The utilities reported that they plan staging areas well in advance of approaching storms to
ensure that sufficient food, water, and other supplies for personnel are available. Lessons
learned from previous hurricanes have led some utilities to change or expand these plans. In
some cases, utilities had found that they did not have enough staging areas, or that the staging
areas were too far from affected infrastructure, and personnel were required to drive long
distances over storm-damaged terrain to reach the areas.

In response to Hurricane Ike, CenterPoint Energy set up four staging areas around the
Houston/Galveston area. As the restoration effort grew and took shape, the number of staging
areas swelled to 11.1°® Managing logistics at staging areas is a significant effort. During one
week, September 13-21, 2008, Oncor Electric Delivery’s staging areas consumed 69,468 bottles
of water, 82,158 bottles of Gatorade, 290,325 pounds of ice, and 76,000 gallons of fuel, as well
as 50,000 meals. Setting up, operating, and tearing down the staging area alone required the
efforts of 219 Oncor employees, along with 705 contractors.'®’

Mississippi Power prepared for Hurricane Katrina by identifying more than 100 possible staging
areas, and outlining plans for how they would be used. Looking after the basic needs of the
workers was given as much consideration as providing the necessary supplies for the restoration.
Of the 30 staging areas that were in service at the peak of the restoration, 18 were used for meals,
lodging, refueling, materials, showers, and parking. The other 12 sites were used as material lay-
down yards. At that point, nearly 11,000 people were housed, 93,000 pounds of clothing was
laundered, 32,000 meals were served in a single day, and 65 buses were put into service. All of
this was possible because of a previous arrangement with a logistics vendor that provided tents,
caterers, portable toilets, showers, and dumpsters, and all supplies were in place three days
before tE\B%storm made landfall. The price tag for this equipment and logistical support was $7
million.

1% Ground Control Global Satellite Internet Solutions. “Katrina Case Study.”
http://www.groundcontrol.com/katrina.htm, accessed June 28, 2010.

%0 Wolf, G., “Let the Rebuild Begin.” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_transmission/let_rebuild_begin_1208/index2.html, accessed May 22, 2010.

%7 Mining, J. and Chapman, R., “Mobilized for Battle.” Transmission & Distribution World, December 1, 2008,
http://tdworld.com/overhead_distribution/mobilized for_battle 1208/?smte=wr, accessed May 4, 2010.

1%8 Ball, B., “Rebuilding Electrical Infrastructure along the Gulf Coast: A Case Study,” The Bridge, Vol 36, No. 1,
National Academy of Engineering, March 2006, http://www.nae.edu/Publications/TheBridge/Archives/V-36-
1TheAftermathofKatrina/RebuildingElectricallnfrastructurealongtheGulfCoastACaseStudy.aspx, accessed April 22,
2010.
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Recently, self-sufficiency has become an increasingly important consideration in planning for
storm recovery. Plans must assume that in emergency conditions, local suppliers will not be able
to meet the needs of restoration crews, and backup plans are necessary to ensure that staging

areas are adequately supplied.
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Hardening and Resiliency Conclusions

Refiners, petroleum product pipeline and terminal operators, and the electric utilities serving
them in the Gulf Coast and Southeast have all been active in hardening and resiliency. This
report identifies energy industry investment in hardening and resiliency and provides an
organizational framework for documenting those efforts. A total of 33 activities are organized in
Table 9 by Hardening — flood protection, wind protections, and modernization — and Resiliency —
general readiness and storm-specific readiness.

The focus of the report is on efforts to mitigate petroleum product shortages in the Southeast
after a hurricane. Specific energy segments were targeted and investment in hardening and
resiliency has been focused on the damage most prevalent in the energy segment.

The refinery and pipeline industry suffers the greatest damage from storm surge and flooding
that accompany hurricanes making landfall in the Gulf. Constructing flood protection structures
(e.g., floodwalls, levees, and berms) or raising the height of existing structures, and elevating
critical control rooms and pump stations above flood stage have been the primary efforts.
Investment in new technologies and equipment that both modernize and harden their operations
appears to be more robust that their investment in wind protection.

In terms of resiliency, the refinery and pipeline/terminal operators appear most interested in
preparedness activities — maintaining minimum tank volumes, staging command vehicles and
portable generators, coordinating priority restoration and employee evacuation exemption and/or
reentry. There is no regulation of storm hardening for refineries and pipelines, only industry
standards and best practices (e.g., inspection cycles) that industry follows to protect its assets.

Electric utilities have invested in significant construction projects to elevate T&D substations
above the flood plain and relocate distribution operations offices and control equipment further
inland to avoid salt-water flooding. But these investments are limited by comparison with the
level of effort required for wind protection. Electric utilities suffer the most extensive damage
from extreme hurricane winds in the Gulf and Southeast and the public utility commissions in
these States have enacted rulemakings on utility storm hardening. Utility investments replace
thousands of distribution poles and dozens of transmission towers annually as well as
strengthening those poles with guy wires. Burying power lines is not considered a complete
solution, particularly in areas likely to flood, as the resulting complications can keep these
underground lines out of service longer than overhead lines.

Electric utilities have invested manpower and funds in hurricane preparedness planning, pole
inspection programs, vegetation management, voluntary collaboration in regional mutual
assistance groups and supplying logistics to deployed utility employees. They have acquired
fleets of mobile substations and transformers and stock spare equipment necessary for rebuilding
after major hurricanes.
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Energy companies will continue to make investments and pursue technological solutions.
Appendix A highlights selected advances in technology that contribute to hardening and
resiliency efforts.
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Table 9.

Summary Findings of Energy Hardening and Resiliency Activities

Industry Activities

Refineries/
Pipelines

Electric
T&D

Hardening

Flood
Protection

Building/strengthening berms, levees, and floodwalls

v

Elevating substations/control rooms/pump stations

Relocating/constructing new lines and facilities

Wind Protection

Securing cooling towers

Improving tank integrity

Protecting cabling

Protecting retail outlets

AN NI N N B N AN

Upgrading damaged poles and structures

AN

Strengthening poles with guy wires

AN

Burying power lines underground

Modernization

Upgrading electrical systems

<

Installing/utilizing cogeneration

<

Enhancing IT and telecommunications

Deploying sensors and control technology

Installing asset databases/tools

<

Resiliency

General Readiness

Conducting hurricane preparedness planning and training

Complying with inspection protocols

<

Managing vegetation

Participating in mutual assistance groups

AN NE D NER NN

Improving employee communications and tracking

Installing redundant communications

Procuring mobile command vehicles

Purchasing/leasing portable generators

Pre-positioning and pre-wiring portable generators

Securing alternate sources of gas supplies

AN NI NI NI NEAN

Purchasing or leasing mobile transformers and substations

Procuring spare T&D equipment

Storm-Specific
Readiness

Maintaining minimum tank volumes

Wrapping/protecting pumps and motors

Facilitating employee evacuation and reentry

Coordinating priority restoration and waivers

AN NEE NEAN

Securing emergency fuel contracts

Supplying logistics to staging areas
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Appendix A. Selected Hardening and Resiliency Technology
Innovations

A perusal of the various hardening and resiliency measures taken by the energy sector reveals a
number of technological advances. These innovations have allowed utilities and petroleum
companies to further the cause of storm hardening and resiliency in ways that would have been
impossible until recent years. Although many of them are communications and IT-based,
advances in materials and construction methods have allowed improvements in areas as
fundamental as flood wall and utility pole design. The application of some of these innovations
is referenced in the petroleum and electricity sections of this report. What follows is a summary
review of hardening and resiliency technology that has been developed and has entered (or is
soon to enter) the marketplace.

e Petroleum infrastructure innovations
-  HESCO Concertainers
- Upgraded Modular Transformers

e Electricity infrastructure innovations
- Phasor Measurement Units (PMUs)
- Composite Utility Poles
- Infrared Thermography Power Line Inspection
- High-Temperature Superconductor Power Transmission Cables
- Utility Pole Reinforcements
- Smart Grid Integration
- Electric Distribution Recloser Advances

Petroleum Infrastructure Innovations

HESCO Concertainers

Developed by HESCO Bastion Ltd, the Concertainer is a collapsible, welded, steel-mesh, cage-
like framework lined with non-woven fabric and filled with locally available material such as
rocks, rubble, sand, gravel, or soil. It is delivered to the site flat-packed on standard timber skids
or pallets.*® The Floodline is a special geotextile-lined unit for use in flood-protection that has
been developed to reduce permeability of the wall when filled.1® In the event of a flood
warning, HESCO Concertainer units can be deployed quickly and easily to add height to an
existing levee without the need for specialist tradesmen or equipment, making it ideal for
emergency response (see Figure 24). After Hurricane Katrina, ConocoPhillips deployed some of
these units around the perimeter of its Belle Chasse refinery and the USACE installed the units to

1% The Progressive Engineer, http://www.progressiveengineer.com/company_profiles/hesco.htm, accessed May 7,
2010.

170 HESCO, http://www.hesco.com/US_CIVIL/floodline.html, accessed May 7, 2010.
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. 171
close breaches in canal Igvees. Figure 24. HESCO Floodline Concertainer
USACE has recently decided to develop Installation

a strategic plan for stockpiling
Concertainer units across the United
States. This new program will offer
rapid flood protection to residents in a
state of emergency.

Upgraded Modular Transformers

Oak Ridge National Laboratory and
Waukesha Electric Systems are
developing technology that will allow
the construction of modular
transformers with higher power density

. . Source: HEéCO.
for use in compact substations and http://www.hescobastion.com/us_civil/images/projects/fargo_mid2.jpg,

mobile power transformer systems. The | accessed May 7, 2010.

modular system components will
include protective equipment such as breakers and surge arresters, switchgear, monitoring, and
cooling systems. They will be mounted on trailers for highway transportation (see Figure 25),
and will be designed for flexibility and ease of connection. These innovations will offer
improvements over current modular transformer technology, which has a number of limitations.

Figure 25. Trailer-Mounted Mobile Transformer According to

manufacturers, the new
generation of higher power
density transformers will
have higher voltages,
increased operational
flexibility and insulation
systems that can withstand
higher operating
temperatures. Higher-flux
steels will be used to
increase the power density
Source: http://www.ornl.gov/sci/electricdelivery/pdfs/DECC%200E%200verview.pdf, of transformers and reduce
accessed June 28, 2010 their size. By increasing
operating flux density, it may be possible to reduce weight, volume, and price by as much as 25
percent. The use of higher-temperature insulation using a combination of plastics and cellulose
may allow size and weight reductions of up to 30 percent.'’?

" Construction International. HESCO Concertainer used in Hurricane Katrina Aftermath - New Orleans, Louisiana,
http://www.construction-int.com/categories/hurricane-and-flood-relief/hesco-concertainer-used-in-hurricane-
katrina-aftermath-new-orleans-louisiana.asp, accessed May 7, 2010.

12 ORNL, http://www.ornl.org/sci/eere/PDFs/sci_tech_hilights/2007 no2_st_highlights.pdf, accessed June 28,
2010.
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Electricity Infrastructure Innovations

Phasor Measurement Units (PMUSs)

PMUs are instruments that measure the voltage, current, and frequency on an electrical grid to
determine the health of the system. A PMU is essentially a digital recorder with synchronized
capability. It can provide real-time information about power system events in its area, and
multiple PMUs can enable coordinated system-wide measurements. PMUs can also time-stamp,
record, and store the phasor measurements of power system events. They are ideal for
monitoring and controlling the dynamic performance of a power system, especially during high-
stress operating conditions.'”® This enables them to provide improved system restoration and
event analysis during a major disturbance such as a hurricane. Entergy participated in a
demonstration of PMUs in 2008.

Composite Utility Poles

Composite utility poles are made from fiberglass reinforced polymer composite material. They
provide an alternative to traditional wood, steel, or concrete poles, and have several advantages
over other materials. The composite poles are:

« Lighter

» More impact-resistant

« Resistant to rot or decay Figure 26. Composite
» Free of toxic preservatives Distribution Pole

» Non-conductive
» Resistant to woodpecker or insect damage
« Virtually maintenance free

A specific advantage over steel poles for coastal regions is
that they are corrosion resistant and will not rust.*"*
Although composite poles have existed for many years, cost
and susceptibility to ultraviolet light have prevented
widespread commercialization. In recent years, however,
material costs have come down due to advances in fiberglass
technology and ultraviolet issues have been addressed by
advances in polymer chemistry.}”> Composite poles have
typically been used for distribution lines (see Figure 26), but
composite transmission poles (70-to-80 foot tall) are also

H : 176
becoming available. mages/polel.jpg, accessed May 7, 2010.

Source: EPomp03| e Solutions td,
http://www.eplcompositesolutions.co.uk/i

13 EPRI, Phasor Measurement Unit (PMU) Implementation and Applications.
http://my.epri.com/portal/server.pt?Abstract id=000000000001015511, accessed May 7, 2010.

17 Alliance Composite, Inc., http://www.alliancecompositesinc.com/Site/Why Composite_Poles.html, accessed
May 7, 2010.

17> Shakespeare Composite Structures, http://skp-cs.com/poleproducts/td/tdreport.asp#Climbing, accessed May 7,
2010.

178 Transmission & Distribution World, http://tdworld.com/mag/power_frp_composite_poles/, accessed May 7,
2010.
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Infrared Thermography Power Line Inspection

Utilities are increasingly using infrared Figure 27. Infrared Substation Scan
technology to scan and identify problems
with transmission lines and other electrical
equipment. When components of electrical
systems begin to fail, a common symptom is
a significant temperature difference between
ailing components and their surroundings
(see Figure 27 identifying a potentially
defective substation component).*”’

3455°F

300

200

100

-43.2°F

Source: http://www.ir55.com/images/12570998777new-12.jpg,
accessed June 27, 2010.

By using infrared technology, utilities can
perform fast and efficient preventative
maintenance on large areas of transmission circuits. Routine infrared scans of critical equipment
can help avoid emergency restoration efforts by identifying problems prior to failure.

High-Temperature Superconductor Power Transmission Cables

High-Temperature Superconductor (HTS) Power Transmission Cable is a high-current, second-
generation superconducting wire for coils and motors.”® HTS cables enable the transmission
and distribution of more energy more effectively, and with minimal environmental and
community impact.

. Case Study: First HTS Grid Demonstration
HTS wire is installed underground and y

can conduct 150 times the electrical The world’s first high-’[empera'[ure Superconductor
current of copper of the same power transmission cable system in a commercial
dimensions. The inherenﬂy low power grld was energiZEd on Ap”l 22, 2008 at the
impedance of this cable assembly Holbrook substation on Long Island, New York.
enables enhanced control of power The 138 kV, 2,000'f00t cable SyStem, the |0ngest
flows over the surrounding grid superconducting cable in the world, includes three
network. |_|qu|d nitrogen is used as a phases connected to the Long Island Power
dielectric coolant to maintain the HTS Authority’s grid through six outdoor terminations.

wire at its operating temperature,
eliminating the oil used in conventional

Source: American Superconductor,
http://www.amsc.com/pdf/HTSC_AN 0109 A4 FINAL.pdf,
underground power cables accessed June 27, 2010.

Y7 ThermoVision Infrared, Scanning Service: Prevent electrical system failures before they happen,
http://www.les.com/pdf/ThermoVision.pdf, accessed June 27, 2010.

178 Kregg, M., ComEd Energy Delivery, Power Quality Department, Development of a Utility Feeder Infrared
Thermography Preventive Maintenance Program, http://www.utilityscanir.com/papers/Dev_Utility Feederl.pdf,
accessed June 27, 2010.

% ORNL, “ORNL wins six R&D 100 Awards, pushing total to 134,” July 2, 2007 press release,
http://www.ornl.gov/info/press_releases/get_press_release.cfm?ReleaseNumber=mr20070702-00, accessed June 27,
2010.
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Utility Pole Reinforcements

Figure 28. Osmose ET-Truss

Wood utility poles may need additional strength to
storm-harden a system. Osmose Utility Services, Inc.
has developed the ET-Truss, an "extended and
tapered™ wood utility pole truss system that is
engineered to increase the strength and bending
capacity of wood poles, while costing a third of the
price, or less, of a complete pole replacement.’® The
truss system comprises a galvanized steel reinforcing
truss which is secured to a pole by galvanized steel
bands. By installing the ET-Truss, bending capacity
of a wood pole, as measured by NESC, can be
increased significantly. A specific ET-Truss model is
chosen to meet strength requirements and overloaded
conditions and can usually be installed with no

http://www.osmoseutilities.com/content/pages/et-
truss, accessed April 12, 2010.

disruption to service (see Figure 28).

Smart Grid Integration

Smart Grid is a blanket term that refers to the application of advances in technology and
networking abilities to improve the reliability and efficiency of the electric transmission and
distribution grid. Major components of a Smart Grid include automation and two-way
communication between components of an electric supply system. This includes the
introduction of smart meters that can not only receive data but send information back to utilities.
A smarter grid is able to respond more rapidly to outage occurrences and possibly even “self-
heal” in the event of a major disturbance.

Under the American Reinvestment and Recovery Act, a number of companies have been
awarded Smart Grid projects. For example, CenterPoint Energy has been awarded a $200 million
DOE stimulus grant for its smart meter and Smart Grid projects. Of these funds, $50 million will
be used to begin building a self-healing Smart Grid that will use smart meters, power line
sensors, remote switches, and other automated equipment to improve power reliability and
restoration in greater Houston. In the event of large outages, such as those caused by a
hurricane, the Smart Grid will first employ self-healing techniques to restore power to as much
of the system as possible. Damage to the system can then be diagnosed and mapped system-
wide. Using that information, CenterPoint Energy will be able to expedite a full restoration. In
many cases, the time to restore power through the Smart Grid in CenterPoint Energy’s service
area is projected to be a fraction of the current averages. The initial Smart Grid deployment is
expected to be completed in 2013.**

180 Osmose Utility Services, Inc., ET-Truss: Pole Strengthening System,
http://www.osmoseutilities.com/content/pages/et-truss, accessed June 28, 2010.

181 CenterPoint Energy,
http://www.centerpointenergy.com/services/electricity/competitiveretailers/smartmeters/news/13ddb2f7e2c87210Vg
nVCM10000026a10d0aRCRD/, accessed May 7, 2010.
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Electric Distribution Recloser Advances

An electric recloser senses and interrupts currents, and Figure 29. Installed
automatically restores service after a momentary outage. S&C | |ntelliRupter Recloser
Electric Company has developed advanced recloser
technology called IntelliRupter PulseCloser that provides an
alternative to conventional automatic circuit reclosers and
won an R&D100 award in 2009.**IntelliRupter is designed to
operate with advanced distribution automation functions,
including SCADA systems, and provides better segmentation
and coordination than conventional reclosers. A conventional
recloser tests the line through repeatedly applying damaging
fault current to equipment. In contrast, IntelliRupter utilizes
PulseClosing™ Technology, a unique means for verifying that e N
the line is clear of faults before initiating a close (i.e., shut) Source: S&C Electric Company ,
operation. PulseClosing™ greatly reduces stress on system L?:S!};m;izg.lsggllgsrggucts fintell
components, as well as voltage sags experienced by customers | jrupter/default.asp, accessed June 28,
upstream of a fault (see the recloser installed atop a 2010

distribution pole in Figure 29.

182 «Electrical Equipment — Winners: Recloser minimizes power interruptions,” R&D Magazine, July 28, 2009,
http://www.rdmag.com/Awards-Winners.aspx?id=632, accessed May 4, 2010.
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